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1.BACKGROUND 

The Office of the Legislative Assembly (the Office) creates, hold and receives a wide range of information 
on behalf of the Assembly and community, some of which may be confidential or sensitive in nature. All 
information must be protected from unauthorised or accidental use, modification, loss or release by 
implementing security measures that match the information’s value, classification and sensitivity. This 
policy outlines the responsibilities of all Office staff for maintaining the security of the information within 
their control. 

The information held by the Office is subject to a variety of different legislative and policy requirements 
and this document should be read in conjunction with, but not limited to the: 

• Protective Security Policy Framework 

• Territory Records Act 2002 and OLA Records and Information Management Program 

• Information Privacy Act 2014 and OLA Privacy Policy 

• Freedom of Information Act 2016 

• Public Sector Management Act 1994 

• OLA Code of Conduct 

• ACT Legislative Assembly Standing Orders 

• Assembly IT Security Policy and Framework 

2.SECURITY CLASSIFICATIONS AND DISSEMINATION LIMITING 
MARKERS 

Official information is any information which is created, transmitted or stored by: 

• an Office employee in undertaking their official duties; 

• contractors and consultants in fulfilling their contract deliverables; 

• any other external service provider when acting on behalf of the Office. 

Almost all of the Office’s information is ‘Unclassified’, a term used to identify corporate information that if 
inadvertently released would have only a minor impact on agency business, the government, a corporate 
entity or an individual. 

Unclassified information may require additional protection if it falls into a particular category. Consistent 
with Territory policy, the Office utilises Dissemination Limiting Markers (DLMs) on official documentation 
and emails to identify the sensitivity, handling and storage requirements relevant to the information being 
communicated. The table below outlines the DLM applying to different categories of official information. 
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http://www.justice.act.gov.au/publication/view/2378/title/protective-security-policy-framework
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Note, whilst a DLM determines the overarching handling requirements for a piece of information, some 
information with the same DLM may warrant extra protection. 

Term Definition Examples 

For Official Use Only This marking is to be used on information • Tender responses 
(FOUO) where compromise may cause limited 

damage to national security, the Office or 
other agencies, commercial entities or 
members of the public. 

• Correspondence outlining 
contractual requirements 

Sensitive This marking is to be used on information 
where the: 

• secrecy provisions of enactments 
may apply; and/or 

• the disclosure of which may be 
limited or prohibited under 
legislation. 

• Committee records that have 
not been approved for 
publication (i.e. in-camera 
evidence, minutes of private 
meetings, draft reports). 

• Private advice provided to 
members. 

Sensitive: Legal This marking is used to identify 
information that is subject to legal 
professional privilege. 

Correspondence seeking or 
receiving advice from any legal 
professional body, including the 
ACT Government Solicitor. 

Sensitive: Personal This marking is used for information that 
contains a fact or opinion, whether true 
or not, about an individual or an 
individual who is reasonably identifiable. 
This marking should be applied to all 
sensitive personal information as defined 
under the Information Privacy Act 2014 
and personal health information under 
the Health Records (Privacy and Access) 
Act 1997. 

Staff handling Sensitive: Personal 
information should also be aware of their 
obligations under the OLA Privacy Policy. 

Personnel records. 

Sensitive: Auditor- This marking can only be applied by the Determined by ACT Audit Office. 
General ACT Audit Office to information 

surrounding the conduct of an audit 
process. 

For example, it may be applied to 
evidence collected by the Audit 
Office whilst undertaking an audit 
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Term Definition Examples 

process or draft audit reports. 

Sensitive: Cabinet This marking is to be applied to: 

• any document including but not 
limited to business lists, minutes, 
submissions, and memoranda that 
has been submitted or proposed 
to be submitted to Cabinet. 

• official records of Cabinet. 

• any other information that would 
reveal the deliberations or 
decisions of Cabinet, or matters 
submitted, or proposed to be 
submitted to Cabinet. 

Additional handling requirements for 
Cabinet information are outlined in the 
ACT Government Cabinet Handbook. 

• Cabinet submissions 

• Budget submissions 

It is the responsibility of the author to ensure that official information is appropriately marked with a DLM. 

If an email or file contains an attachment that is marked with a DLM, the file/email should also be assigned 
the same protective marking. If multiple DLMs apply, the user should apply the highest applicable marking 
that most accurately reflects the content of the file or email. 

The flow chart at Appendix A provides a quick reference guide for determining which DLM may apply. 

NATIONAL SECURITY CLASSIFIED INFORMATION 

On extremely rare occasions, members of the Office may receive a copy of national security classified 
information from an external party. This may be marked as: Protected, Confidential, Secret or Top Secret. 

On such occasion when security classified information is received and must be kept, the responsible staff 
member should contact the Records and Information Manager as soon as possible to discuss handling and 
storage requirements. 

3.PROTECTING INFORMATION 

DIGITAL INFORMATION 

Official information should be stored in the Office’s recordkeeping system, OLARIS, or an approved business 
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system to protect it from unauthorised access, modification or loss. In this sense, it is important that 
documents and emails are transferred to OLARIS as early as possible after their creation or receipt as the 
system is designed to control who can access, change and delete the record, as well as having full audit 
logging capabilities. 

Notwithstanding these and other safeguards operating within the Assembly IT network, the biggest risk to 
digital information remains human error. 

To maintain the security of digital information, staff: 

• Must not disclose or share passwords or PIN’s. To do so is a breach of the Policy on the acceptable 
use and management of electronic information and information technology and, as such, would 
amount to a breach of the Code of Conduct. Staff should also keep passwords secure and out of 
sight of others. Do not repeat passwords verbally when in the presence of others. 

• Must not place any official information into an external environment (i.e. a cloud service) without 
prior approval from Manager Broadcasting, Information and Technology. 

• Should avoid storing DLM information on the local drive of a mobile device (i.e. a laptop). 

• Should not store DLM information on removable media (i.e. USB, removable hard drives) without 
additional protection (such as a password or encryption). When the device is no longer required, it 
must be sanitised and disposed in an appropriate manner to ensure the information cannot be 
compromised at a later date. Missing or lost devices should be reported immediately to Manager 
Broadcasting, Information and Technology. 

STORAGE REQUIREMENTS 

All classified or sensitive DLM material must be placed in a suitable secure storage container when not in 
use or when the work area is unoccupied to protect it from unauthorised access or misuse. Material of an 
administrative nature, or of low or no corporate value, does not need to be put away. 

The type of secure storage required to adequately protect information can be determined following a risk 
assessment of the likely impact of any compromise, loss of confidentiality, integrity or availability of the 
information. 

Factors that should be considered when determining the appropriate security arrangements include: 

• applicable security classification or legislative provisions (i.e. personal information must be handled 
in accordance with the Information Privacy Act 2014); 

• value and attractiveness of the information; 

• location of the information (i.e. is it a public space); and 

• building security and control systems. 
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At a minimum, at the end of each workday staff must: 

• log off all IT systems; 

• collect all printing from the photocopier; 

• lock all portable data storage devices containing official information in a desk draw, filing cabinet or 
secure container; and 

• place all sensitive or confidential information (whether marked with its appropriate DLM or 
otherwise) in a locked desk draw, filing cabinet or secure container. 

HANDLING INFORMATION OUTSIDE OF THE OFFICE 

Sensitive DLM information should only be removed from the Office on the basis of a real need (e.g. to 
attend a meeting) and should not be taken in hardcopy for home-based work. A number of options are 
available for staff working from home to gain secure remote access to the Assembly IT network. If required, 
please contact the Assembly IT Manager for more information. 

4.SHARING INFORMATION 

‘NEED TO KNOW’ AND ‘NEED TO SHARE’ PRINCIPLES 

Often the easiest way to protect information is to limit access to it, however this isn’t necessarily practical 
for the Assembly to operate effectively. To determine the appropriate balance, staff should consider the 
‘need to know’ and the ‘need to share’ principles. 

The ‘need to know’ is not determined by position or seniority, but whether a person has a genuine need to 
know the information in order to perform their duties, supported by their role, legislation or other policy. 
Compared to other unclassified information, the ‘need to know’ information protected by a DLM will 
generally be more restricted and subject to specific requirements relating to the execution of a distinct 
business function. 

The ‘need to share’ relates to information that is important to the efficacy of the Assembly. This type of 
information, if not restricted through classification, should be shared with other employees responsible for 
the function or outcomes (noting this may change over time). 

Access controls in OLARIS should be set to the least restrictive setting appropriate to the information 
contained within the applicable record. This enables information to be reused as required for business 
purposes, however staff should be aware that browsing documents without a business need would be a 
breach of this Policy. 
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TRANSMISSION OF INFORMATION 

Physical information marked with a DLM can be sent via internal mail or externally via any commercial 
postage or courier provider. The need for delivery confirmation is at the discretion of the sender. 

Information with a sensitive DLM can be emailed to recipients inside the Assembly and ACT Government 
network, however staff should exercise caution when sending such information externally. If in doubt, 
please consult the Manager Broadcasting, Information and Technology for advice. 

5.DISPOSING INFORMATION 

The original record of official information must not be destroyed without consulting the Records and 
Information Manager. Copies of official information can be destroyed, taking care to place any DLM or 
otherwise sensitive material in the secure waste bins provided. 

Staff wishing to destroy digital information should first consult the Records and Information Manager. 
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