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Executive Summary

Overview

To support the implementation of the Digital Health Record System (DHR System) the ACT Health
Directorate (ACTHD) engaged NTT Australia Pty Ltd (NTT) in a deed for the provision of hosting,
service delivery and managed ICT services with an expected value of $60 million (excluding GST) over
five years (the Deed). This initial estimate was updated to $79.2M on 19 October 2021 and to $110M
on 11 March 2022.

Under the Deed, all services were to be defined in Work Orders. At the time of drafting of the Deed,
there were three work orders:

e  Work Order 1: Domain (Non-Production and Production);
e  Work Order 2: Software Vendor Environments (Non-Production and Production); and
e Work Order 3: System Migrations.

As of September 2023, approximately $83 million had been agreed through 227 Work Orders and
Work Order Variations.

ACTHD Finance estimated that they had or would receive 118 separate NTT invoices in June 2023 to
be included in the 2023 ACTHD financial statements. With this significant number of invoices and the
large value of these invoices falling payable in June 2023, ACTHD Finance became concerned about
increasing financial risks relating to the invoicing and the acquittal of the NTT invoices. ACTHD
requested a review of the NTT invoices and the processes in place for approval of works through to
acquittal of invoices.

The purpose of this review was to assess the NTT invoices received in June 2023 for inclusion in the
2023 financial statements and to:

a) conduct a reasonableness check for the invoice amounts;

b) conclude on the level of substantiation documents provided by NTT for each invoice;
c) assess the Work Order documentation and substantiation;

d) consider invoices paid or accrued in June 2023 for NTT; and

e) provide other recommendations for improved practices.

Overall, it was found that ACTHD is unable to provide assurance that the services for which they
were invoiced (or for which accruals were made) relating to NTT invoicing for the period of 1 June
2023 to 30 June 2023 were appropriate for payment as the invoices from NTT were not adequately
structured to permit acquittal of the invoices in sufficient detail.

Specifically, it was found that:
e There is a significant risk that ACTHD has paid (or accrued) for products and services that are
inconsistent with the terms and conditions of the Deed.
e ACTHD staff do not have the time, skills and systems to adequately acquit the products and
services specified in NTT invoices before those invoices have been paid.
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e NTT has billed for services where services are either not listed in the service catalogue or the
pricing in the catalogue has been amended without clear explanation.

e ACTHD has classified the Deed on ACT Tenders as a panel contract, resulting in a
representation that NTT has only been contracted to provide $833,835 in goods and services
in the period of 1 December 2020 to 30 June 2023.

e NTT has not developed or delivered a contract risk management plan as specified under the
Deed, and ACTHD has not introduced controls to mitigate contract management risks.

e ACTHD does not actively identify and assess service credits as specified under the Deed. As a
result, ACTHD may be paying for NTT services that did not achieve the agreed service levels.

e ACTHD has not been providing NTT with Certificates of Acceptance on the achievement,
delivery or completion of Work Order deliverables.

e NTT has not delivered a quality improvement program for the delivery of the Deed. At the
same time, ACTHD has not demanded this or implemented its own quality improvement
program.

e ACTHD was unable to demonstrate that NTT has provided (or that ACTHD has requested)
assurance from NTT that its charges continue to be competitively priced.

e Although ACTHD regularly meet with NTT to discuss progress of Work Orders and payment
of invoices, at the time of the review, ACTHD had no formalised, structured governance or
oversight of the services under the Deed.
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Recommendations

Table 1: Summary of Recommendations

Rec # | Risk Recommendation

Rating

1 High |To adequately acquit NTT invoices before those invoices are paid, it is recommended that
ACTHD work closely with NTT to strengthen its invoice acquittal process at both an invoice
level and at a detailed line level. This includes:

Agree

Management Response

Implementation date
30June 2024

for all invoices prior to June 2023, performing detailed analysis of applicable
invoices to obtain appropriate assurance that ACTHD has only paid for:

o products and services covered by the terms and conditions of the Deed;
and

o products and services that have been delivered by NTT.

working closely with NTT to revise the invoicing processes so that ACTHD can
easily link invoices to Work Orders and so that ACTHD has assurance that the
services invoiced have been delivered and not double billed. This should include
using the dashboards NTT reference in their tender response and requiring that
NTT invoices link individually to Work Orders.

developing the tools, capacity, and capability within the ACTHD Account
Management team to be able to effectively and efficiently examine each invoice
to gain assurance that the invoiced services have been delivered; and that the
services delivered link to an approved Work Order.

reconciling invoiced services against the service catalogue and verifying that
charges applied on the invoice are correctly priced as per the service catalogue.

obtaining a documented variation to the Deed for any changes to the pricing in
the service catalogue.

ACTHD will use a risk-based approach and review applicable invoices prior to June
2023.

Steps have already been put in place to working with NTT through monthly
meetings in relation to performance and contract management processes. These
processes will continue to be strengthened to support this recommendation.

An approach, will be developed, to assist with the ongoing management of the
NTT Contract including the:

o roles and responsibilities for processing invoices

o development of tools, capacity, and capability for the examination,
processing and approval of invoices

o management of variations and changes to the pricing in the service
catalogue

2 High  |To achieve greater value for money on the Deed, ACTHD should strengthen its
engagement with NTT and provide increased assurance that both parties adhere to their
contractual requirements. This includes ACTHD:

requesting from NTT their contract risk management plan and then implement
processes to monitor and report on risks associated with the contract.

requesting from NTT their quality improvement plan and developing an internal
quality improvement plan for ACTHD to identify opportunities for continuous
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Rec # | Risk Recommendation

improvement. Both plans should then be actively monitored, with quality
improvements tracked and reported.

e  assessing opportunities to claim service credits and implement processes to
identify potential service credit claims and then lodge claims for service credits.

e requesting from NTT their annual certification and assurance that the pricing
applied by NTT remains competitive with the market.

e obtaining quotes from alternate service providers for products and services that
are not directly linked to the provision of core services under the deed (hosting,
service delivery and managed services).

Management Response
Agree

ACTHD will review and strengthen the Contract Management Plan for the NTT contract to
ensure that there are clear roles and responsibilities in relation to who is responsible for
monitoring key aspects of the contract, including both NTT and ACTHD:

e risk management

e quality improvement tracking and reporting

e monitoring of service credits

e annual certification and pricing competitiveness

ACTHD will also ensure that products and services outside the core services under the
deed, follow appropriate procurement processes to ensure a competitive process occurs.

ACTHD will assess opportunities to claim service credits and implement processes to
identify potential service credit claims and then lodge claims for service credits.

Implementation date
30 June 2024
3 High  Toensure that ACTHD receives competitive pricing for the services described in the Deed,

it is recommended that ACTHD seek pricing from the open market to drive value for
money from the Deed and for the services provided. This includes:

e utilising the clauses in the contract that allow for validation against the open
market and not defer to the Deed for the fulfilment of all works relating to
information technology systems relating to DHR.

e seeking pricing from the market to ensure that NTT maintains competitive pricing.
e  preparing now for re-tendering in 2026 to maintain competitive pricing.
Management Response
Agree

As referred to in the response to recommendation 2 above, ACTHD will ensure that
products and services outside the core services under the deed, follow appropriate
procurement processes in an open competitive process.

DSD will work with the Health Procurement team to start the planning for the expiry of the
NTT contract and ensure that decisions are made early to allow for a thorough tender
process for services beyond 2026.
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Rec # | Risk Recommendation

DDTS will be consulted in respect of products and services that they may offer ahead of
any competitive procurement process or will be provided the opportunity to respond to
competitive procurement processes to ensure that DDTS products and service offerings
are considered fully. Transition costs, risks and benefits regarding product and service
options will also be considered within all procurement processes.

Implementation date

30 June 2024

4 High To provide strategic clarity and effective governance of the Deed and the services
delivered by NTT under this Deed, ACTHD should:

e limit the scope of the Work Orders created under the Deed to the original intent
of the Deed and the Request for Tender.

e revisit the internal approval process for new Work Orders considering appropriate
delegations.
e establish a process for overseeing and independent governance of Work Orders.
Management Response

Agree

ACTHD will commence a review of all work orders to start to close out individual work
orders that don’t link to core services under the Deed. Separate work orders will be
established purely to manage the core services going forward.

DSD, through its Governance Committees and delegate approval processes will ensure
clear approval steps are in place if a new work order is needed under the Deed. Clear risk
assessment will be conducted for any new work orders.

DSD has already commenced constructing a reporting system to manage NTT orders and
invoices executed under the Deed. In addition, DSD has done a comprehensive review of
all work orders to ensure that continuing orders are in alignment with the intent of the
Deed.

Implementation date

30June 2024

Table 2: Recommendation Risk Categories

Risk Rating Category Description

High Those matters which pose significant risks for ACTHD and need to be addressed
by appropriate level of management immediately from the date of notification
of the matter/s

Those matters which pose moderate risks for ACTHD or matters that have been
referred to management in the past and have not been addressed satisfactorily

Those matters, including lack of management control, project management and
communication skills of a non-systemic nature, and which pose minor risk for
ACTHD
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Background and Context

To support the implementation of the DHR System using systems provided by Epic Systems
Melbourne Pty Ltd, ACTHD sought responses for the provision of hosting, service delivery and
managed ICT services in relation to the DHR System. NTT were the successful respondents, and a
deed? for the provision of hosting, service delivery and managed ICT services was executed on
23 December 2020 with an expected value of $60 million (excluding GST) over five years.

The Deed includes the option to extend with up to five option periods each of 12 months. The Deed
was varied on 21 October 2021 to extend it by one year (taking the expected costs to $72 million
excluding GST) with a second variation on 11 March 2022 extending the deed to a value of

$100 million (excluding GST).2

All services were to be defined in Work Orders, which document the scope of work, the supplier’s
guotation for the requested services, the commencement date, milestones, impact on services or
other Work Orders and other information reasonably required by ACTHD. At the time of drafting of
the Deed, there were three work orders:

e Work Order 1: Domain (Non-Production and Production);
e Work Order 2: Software Vendor Environments (Non-Production and Production); and
e  Work Order 3: System Migrations.

The Deed allows for additional Work Orders and “At any time, the Territory may request the Supplier
to provide a quote for the provision of Additional Services as described in the request”. As of
September 2023 (three years into the six-year contract), approximately $83 million had been agreed
through 227 Work Orders and Work Order Variations.

In addition to the Deed, NTT has at least two other current deeds with ACTHD for the provision of
equipment and services. These are:

e 30015.120 Provision of clinical work devices in the amount of $7,536,069.68 (executed on
21 December 2018); and

e CLD25702 Provision of Medigate software licences in the amount of $190,676.21 (executed
on 21 June 2023).

Clauses in the Deed require regular invoicing by NTT with invoices to be paid by ACTHD within
20 days. Clause 45.5 of the Deed allows ACTHD to not pay an invoice for a monthly service where the
invoice is issued more than three months after the delivery of the service.

In June 2023, ACTHD Finance estimated that they had or would receive 118 separate invoices, issued
by NTT either in June 2023, or for processing in June 2023, which were to be included in the 2023
ACTHD financial statements. With this significant number of invoices and the large value of these
invoices falling payable in June 2023 (or at least to be accrued in June 2023), ACTHD Finance became
concerned about increasing financial risks relating to the invoicing and the acquittal of the NTT
invoices. ACTHD requested a review of the NTT invoices and the processes in place for approval of
works through to acquittal of invoices.

1 GS001054.110 - Deed for Digital Health Records and Related Systems Hosting.
2 paragraph 3 in “Confidential Text — Deed of Variation 2 — DHR Hosting Agreement.pdf”
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The purpose of this review was to assess the NTT invoices received in June 2023 for inclusion in the
2023 financial statements and to:

a) conduct a reasonableness check for the invoice amounts;

b) conclude on the level of substantiation documents provided by NTT for each invoice;
c) assess the Work Order documentation and substantiation;

d) consider invoices paid or accrued in June 2023 for NTT; and

e) provide other recommendations for improved practices.
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Findings

NTT invoices
Background

NTT issue invoices as PDF documents in a format consistent with the requirements of the Australian
Taxation Office (refer to Appendix C — ATO Tax invoice requirements) for the issuance of invoices in

Australia.

For hosting services provided under the Deed, NTT produce a “detailed line report” (as a
spreadsheet — Refer to Appendix D — Detailed line report) which lists related Work Orders, services
and charges. For other invoices, NTT list the multiple Work Orders to which the services are related.

The ACT Government requires most Directorates (including ACTHD) to process their invoices through
the ACT’s whole-of-government accounts payable environment - Accounts Payable Invoice
Automation Solution (APIAS). Invoices are transmitted electronically or via email to APIAS, which
obtains invoice information using optical character recognition. APIAS then distributes invoices to
the ACT Government staff responsible for acquitting the invoice against approved purchase orders.
The invoice then progresses through the ACT Whole-of-Government Oracle Financials for payment.
APIAS was implemented to deliver:

e efficient distribution of invoices;

e reduced reliance on traditional mail networks and associated expenses;

e amore timely payment lifecycle;

e the ability for Shared Services to provide constant, real-time visibility and tracking of your
invoice payment progress; and

e significant reductions in errors.

To achieve the efficiencies that APIAS delivers, the information contained on an invoice must be
transferred to APIAS correctly. A correctly rendered invoice for APIAS contains:

e the supplier invoice number;

e the supplier ABN;

e the supplier bank account details;

e adescription and value of goods / services; and

e an ACT Government contact name (first and last name) or an ACT Government Purchase
Order Number (noting PO or Purchase Order in front of the number), if applicable — ensuring
that these are noted in the top third of the tax invoice page.
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Findings

There is a significant risk that ACTHD has paid (or accrued) for products and services that are
inconsistent with the terms and conditions of the Deed.

Clause 45.5 of the Deed allows ACTHD to not pay an invoice for a monthly service where the invoice
is issued more than three months after the delivery of the service. Analysis of NTT invoices and the
Work Order register between 1 June 2023 to 30 June 2023 showed that:

e inJune 2023, NTT charged for services dating back to November 2022. As per clause 45.5,
ACTHD is not required to pay for services which are invoiced more than three months after
the delivery of the service. However, in June 2023, ACTHD has paid (or accrued) for services
dating back to November 2022. The value of the services in question is $2,114,108 (based on
detailed line reports).

e accruals for the period included services covering the period 1 January 2023 to 31 May 2023
where the Work Order (W0O178 — Advanced Managed Services Epic Renewal 1 Jan 2023 — 23
Dec 2026) was not signed until August 2023. The four-year value of this Work Order (which
includes back billing to 1 January 2023) is for $3,430,516.

The implication for ACTHD is that it is being billed and paying for services outside of the terms of the
Deed.

ACTHD staff do not have the time, skills and systems to adequately acquit the products and
services specified in NTT invoices before those invoices have been paid.

ACTHD uses the ACT Government’s APIAS system to process all NTT invoices. Due to the complex
nature of NTT invoicing (by including detailed line reports associated with different Work Orders and
summary lines linked to multiple Work Orders), APIAS is unable to effectively process NTT invoices.
As a result, manual processes are performed to attempt to link invoice line items to Work Orders.
While ACTHD Work Orders are tied one-on-one to Purchase Orders, NTT provide invoices with
multiple Purchase Order numbers linked to single lines. As Work Orders can span many months, NTT
invoices will list Purchase Orders multiple times with part billing against Purchase Orders each
month (refer to sample invoice in Appendix B — Example invoices).

For the period November 2022 to May 2023, 17,307 lines of service catalogue charges were included
as attachments to NTT invoices (refer to Appendix D — Detailed line report). These service catalogue
charges needed to be acquitted. Examples of these service catalogue line items include: $0.17 for
additional disk space (listed 57 times); through to a single line for $55,367.47 for 325,691 units of
additional disk space priced at $0.17 per unit in April 2023 under Work Order WO21. A total of
$222,687.40 was billed under Work Order W021 relating to additional disk space for the period
November 2022 to May 2023. A further $48,730.00 was billed for additional disk space across all
other Work Orders. ACTHD has no established mechanism to obtain assurance that it has received
325,691 units of additional disk space.
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Due to the large number of line items contained within detailed line reports attached to NTT
invoices; the technical nature of the products and services listed in these invoices; and the listing of
multiple purchase orders against single invoices, there is a significant risk that staff do not have the
time and skills to adequately acquit the NTT’s invoices and obtain adequate assurance that ACTHD is
obtaining value for money from the goods and services provided.

In interviews with ACTHD’s invoice review team, team members advised they do not have the ICT
technical knowledge required or access to key ICT infrastructure and personnel, to obtain the
required assurance that every invoice line item contained in NTT invoices:

e is consistent with the products and services to be provided to ACTHD under the Deed;
e matched the products and services received by ACTHD; and
e did notinclude errors or duplicates.

From the interviews, the ACTHD invoice review team focus their attention on assessing whether
invoices result in purchase order totals being exceeded. However, the review team notes this
approach is not appropriate as the approach by NTT to list multiple purchase orders against a single
invoice creates significant challenges and increases the risk of misalignment of invoices to work
orders and purchase orders.

Although ACTHD’s current approach to acquitting NTT invoices does not achieve the level of
granularity required to adequately acquit each invoice, the ACTHD invoice review team advised that
they have identified numerous errors that have required NTT to resubmit invoices before they have
been paid.

The NTT proposal for the provision of hosting, service delivery and managed ICT services in relation
to the DHR System included descriptions of “NTT CloudControl™” which can be used by ACTHD for
the purpose of “administration, provision, management, support, metering and billing of cloud
resources”. Part of the NTT CloudControl™ includes a “Spend Dashboard” that summaries and
explains NTT charges for products and services. At the time of the review, the ACTHD invoice review
team did not have access to, or use, these tools.

NTT has billed for services where services are either not listed in the service catalogue or the
pricing in the catalogue has been amended without clear explanation.

Analysis of the detailed line reports provided by NTT as attachments to invoices and the service
catalogue (versions 1.1 and 1.3) found that:

e there were service items listed for which there was no corresponding item number in the
service catalogue.

e all prices increased between Service Catalogue 1.1 and Service Catalogue 1.3 by a factor of
at least 6.02% while on at least one service the price increased by 30%. The accompanying
documentation does not explain the factors.

e oneitem (SC-5.06 Colocation Per RU) is listed in Service Catalogue 1.1 as $115.00 “one off
AUD charges”, however, by Service Catalogue 1.3 this item had increased to $121.93 and
changed to being billed per month. Total charges for the six months included in the June
2023 invoices relating to this line item were $330,860.74.
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When invoicing, any charges must correspond to the prices listed in the Deed service catalogue.

Each invoiced item should be verifiable against the service catalogue entries to ensure alignment

with the agreed-upon terms. If ACTHD is unable to verify the pricing in the invoices against the

agreed service catalogue, ACTHD is at risk of paying excess charges for services or for services not

agreed.

Table 3: Recommendations

Risk Rating | Recommendation

1 High

To adequately acquit NTT invoices before those invoices are paid, it is recommended
that ACTHD work closely with NTT to strengthen its invoice acquittal process at both
an invoice level and at a detailed line level. This includes:

e forall invoices prior to June 2023, performing detailed analysis of applicable
invoices to obtain appropriate assurance that ACTHD has only paid for:

o products and services covered by the terms and conditions of the
Deed; and

o products and services that have been delivered by NTT.

e working closely with NTT to revise the invoicing processes so that ACTHD can
easily link invoices to Work Orders and so that ACTHD has assurance that the
services invoiced have been delivered and not double billed. This should
include using the dashboards NTT reference in their tender response and
requiring that NTT invoices link individually to Work Orders.

e developing the tools, capacity, and capability within the ACTHD Account
Management team to be able to effectively and efficiently examine each
invoice to gain assurance that the invoiced services have been delivered; and
that the services delivered link to an approved Work Order.

e reconciling invoiced services against the service catalogue and verifying that
charges applied on the invoice are correctly priced as per the service
catalogue.

e obtaining a documented variation to the Deed for any changes to the pricing
in the service catalogue.

Management Response
Agree

e ACTHD will use a risk-based approach and review applicable invoices prior to
June 2023.

e  Steps have already been put in place to working with NTT through monthly
meetings in relation to performance and contract management processes.
These processes will continue to be strengthened to support this
recommendation.

e Anapproach, will be developed, to assist with the ongoing management of
the NTT Contract including the:

o roles and responsibilities for processing invoices

o development of tools, capacity, and capability for the examination,
processing and approval of invoices

o management of variations and changes to the pricing in the service
catalogue

Implementation date
30 June 2024
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Contract governance and management

Background

The Deed is an extensive document for the provision of an extensive service. The Deed covers 416
pages, describing in detail, the actions to be taken by both parties (ACTHD and NTT) in the conduct
of this engagement. It also requires that all Work Orders (developed by NTT and signed by ACTHD)
form part of the contractual obligations of the Deed. The Deed itself does not set a contracted price
for the services or an upper limit, as pricing for service delivery and product is documented in the
Work Orders. As of 10 September 2023, there were 227 Work Orders (and variations to Work
Orders).

Key features of the Deed are as follows:

o The Deed is a standing offer by NTT to supply services described in Work Orders.
e The Deed allows NTT to supply any good or service to ACTHD, provided it is described in a
Work Order.
e The Deed allows ACTHD to direct source any good or service from NTT provided it is
described in a Work Order.
e The Deed requires:
o NTT to work closely with ACTHD to continuously improve the quality of the services
and the management of the Deed.
o A quality assurance program to be provided for the management of the Deed and
the services.
NTT to provide a contract risk management plan.
ACTHD to provide NTT with “Certificates of Acceptance” upon completion of
services or the delivery of products.
e ACTHD has the right to withhold payment and to claim service credits where services may
not have been delivered in accordance with requirements.
e ACTHD has the right to not pay for any service which is not invoiced within three months of
the service being consumed.
e The Deed requires that each year, NTT provide ACTHD with assurance that NTT maintains
competitive pricing for the services provided.

Findings

Due to its size and complexity, numerous individuals, and teams in ACTHD are involved in the
management of the Deed. This complexity has resulted in either misunderstanding within ACTHD as
to the management of the Deed or contractual obligations being missed. There were seven key
findings applicable to the ACTHD’s management and oversight of the deed.

ACTHD has classified the Deed on ACT Tenders as a panel contract, resulting in a representation
that NTT has only been contracted to provide $833,835 in goods and services in the period of 1
December 2020 to 30 June 2023.

The purpose of ACT Tenders is to provide transparency for the public into the procurements
conducted by the ACT Government. Analysis of ACT Tenders found that NTT is registered as a
supplier to ACTHD under contracts and under panels. Under the search option of contracts, NTT is
noted as supplying just $833,835, while under the panel contract it is registered as having secured
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$84,581,005 for the same period. Signed minutes for the approval of Deed variations indicate that
the expected value of the Deed is currently $110 million over six years.

ACTHD has only one other current panel arrangement executed in the same period listed on ACT
Tenders for “Provision of Prosthetics and Orthotics Panel”. The value of this panel is $6million spread
across five suppliers, each with an anticipated spending of $1.2 million.

A reader of ACT Tenders may interpret that NTT has secured contracts for $833,835 where in fact
they have secured Work Orders for $84,581,005 and the panel (of one) has a potential value of $110
million. This creates a risk for ACTHD that it may not have been transparent with the true contract
value of NTT’s services.

NTT has not developed or delivered a contract risk management plan as specified under the Deed,
and ACTHD has not introduced controls to mitigate contract management risks.

A contract risk management plan is a vital part of large complex contracts such as the Deed. Contract
risk management plans can help both parties reduce the impact and consequences of certain
situations arising in the delivery (or non-delivery) of the contract. Such plans are effective in
identifying issues that may impact the achievement of the contract, including cost management and
service delivery of the contract. Without a documented, tracked and monitored contract risk
management plan, there is a potential for service delivery to underachieve against the contract, for
excess costs to be incurred by ACTHD and for relations between parties to sour.

ACTHD does not actively identify and assess service credits as specified under the Deed. As a result,
ACTHD may be paying for NTT services that did not achieve the agreed service levels.

Under the Deed, ACTHD can claim service credits (a type of refund) when services delivered by NTT
do not achieve (or have not achieved) the service levels expected under the contract. Service credit
clauses are included in contracts to allow clients to disincentivise service providers from under-
delivering their services. For ACTHD to be able to claim service credits, it must be able to
demonstrate that the services received did not meet the service levels expected under the Deed. At
the time of the review, ACTHD had not claimed service credits and did not have a proactive process
or mechanism in place to identify services that were not delivering at the expected service level.

A generic example of a service credit in a contract like that of the Deed could be that the provider
implements and charges for 16Gb of disk space. However, after the client has been billed for that
additional disk space it is found that the original installation of 16Gb of disk space was faulty and it
was not actually operating during the month for which the client was billed. In such a case, the client
could apply for a service credit. As ACTHD has not been monitoring for service credits and do not
have access to tools that record achieved service levels, it is not possible (in this review) to calculate
the extent of any service credits that may be due.

ACTHD has not been providing NTT with Certificates of Acceptance on the achievement, delivery,
or completion of Work Order deliverables.

The Deed requires that services comply with Acceptance Criteria and that ACTHD issue a Certificate
of Acceptance within 15 days of receipt of a service. Such certificates of acceptance are important
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for clients to demonstrate to the supplier of the services that they are satisfied with the product or
service delivered and that the client is now prepared to accept the risks relating to the use of the
product or service. The issue of Certificates of Acceptance is a key method for service providers to
know that they may now bill for their services. At the same time, they are useful for the accounts
payable team to demonstrate that the product or service has been delivered in a manner consistent
with contractual requirements and that invoices relating to the service delivery can now be paid.

When organisations rely on ad hoc communications to advise fulfilment or delivery of a service there
is a risk that undue pressure is applied by a supplier for payment of the invoice, or invoices are paid
for services which have not either been fully delivered or have not met the agreed requirements. As
ACTHD is not issuing Certificates of Acceptance in a controlled, documented, repeatable manner,
and is not maintaining a register of these certificates, there is a risk that ACTHD is paying for services
that have not met business expectations or have not achieved the requirements specified in the
Work Orders.

NTT has not delivered a quality improvement program for the delivery of the deed. At the same
time, ACTHD has not demanded this or implemented its own quality improvement program.

With complex, long-term contracts, such as this engagement, it is important that both parties
recognise the opportunity for continuous improvement relating to all parts of the contract. A quality
improvement program allows both parties to request changes and implement changes to all aspects
of the contract that deliver efficiencies in the contract. A quality improvement program may involve
periodic reviews of key aspects of the engagement or periodic group sessions where both parties
present ideas for opportunities to improve the delivery of services.

A quality improvement program would allow ACTHD to advise NTT that the current invoicing
processing is causing ACTHD to incur costs greater than expected in relation to invoicing. This could
result in ACTHD and NTT working closely together to identify steps to achieve improvements and
reduce unexpected costs.

ACTHD was unable to demonstrate that NTT has provided (or that ACTHD has requested)
assurance from NTT that its charges continue to be competitively priced.

A key part of long-term contracts, where a provider essentially has a monopoly over the delivery of
services, is that the provider must demonstrate throughout the term of the contract that they
continue to price competitively compared to the market. In situations where providers can lock in
services and prices without competition there is a risk that the client pays a premium while the
service delivery reduces, resulting in increased costs to the client.

Despite the Deed being listed on ACT Tenders as a panel arrangement where usually there are
multiple providers, NTT is a sole provider of these services and can deliver any service provided it is
documented in a Work Order. In situations such as this, it is important that ACTHD periodically
obtains assurance that NTT continues to deliver services priced competitively with the market.
Examination of invoices found that the following Work Orders were issued without competitive
pricing being sought, despite other market participants being able to deliver these products and
services:

e Spectralink at a cost of $102,532.77;
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e Deployment of CT Scanners at a price of $96,375.43;
e Building a Grafana system at a cost of $62,167.35; and
e Buying Dell monitors at a cost of $80,275.42

Further, from consultation with the ACTHD Account Management team and Accounts Payable team,
ACTHD has not sought from NTT the annual assurance that their pricing remains competitive.

Although ACTHD regularly meet with NTT to discuss progress of Work Orders and payment of
invoices, at the time of the review, ACTHD had no formalised, structured governance or oversight
of the services under the Deed.

Consultations with the Accounts Payable Team, Account Management team and ACTHD Executives
noted that while ACTHD is managing individual Work Orders, there is no strategic governance for the
Deed. This has resulted in issues as noted in this report including:

e aloss of transparency with respect to the Deed value;

e approval for purchases under the Deed where services should have sought pricing from an

open market;
e aloss of control of Work Order creation and variation; and
e expansion of the services being delivered.

There is a significant risk that without closer and strategic oversight of the Deed that ACTHD will
incur substantial costs for services not tied directly to the Deed and those services may be delivered
without competitive pricing.

Table 4: Recommendation/s

Rec # Risk Rating | Recommendation

2 High To achieve greater value for money on the Deed, ACTHD should strengthen its
engagement with NTT and provide increased assurance that both parties adhere to
their contractual requirements. This includes ACTHD:

e requesting from NTT their contract risk management plan and then
implement processes to monitor and report on risks associated with the
contract.

e requesting from NTT their quality improvement plan and developing an
internal quality improvement plan for ACTHD to identify opportunities for
continuous improvement. Both plans should then be actively monitored,
with quality improvements tracked and reported.

e assessing opportunities to claim service credits and implement processes to
identify potential service credit claims and then lodge claims for service
credits.

e requesting from NTT their annual certification and assurance that the
pricing applied by NTT remains competitive with the market.

e obtaining quotes from alternate service providers for products and services
that are not directly linked to the provision of core services under the deed
(hosting, service delivery and managed services).

Management Response

Agree

ACTHD will review and strengthen the Contract Management Plan for the NTT
contract to ensure that there are clear roles and responsibilities in relation to who is
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High
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responsible for monitoring key aspects of the contract, including both NTT and
ACTHD:

e risk management

e quality improvement tracking and reporting

e monitoring of service credits

e annual certification and pricing competitiveness

ACTHD will also ensure that products and services outside the core services under
the deed, follow appropriate procurement processes to ensure a competitive
process occurs.

ACTHD will assess opportunities to claim service credits and implement processes to
identify potential service credit claims and then lodge claims for service credits.

Implementation date

30 June 2024Insert management response

Implementation date

Insert Date

To ensure that ACTHD receives competitive pricing for the services described in the
Deed, it is recommended that ACTHD seek pricing from the open market to drive
value for money from the Deed and for the services provided. This includes:

e utilising the clauses in the contract that allow for validation against the
open market and not defer to the Deed for the fulfilment of all works
relating to information technology systems relating to DHR.

e seeking pricing from the market to ensure that NTT maintains competitive
pricing.
e preparing now for re-tendering in 2026 to maintain competitive pricing.
Management Response
Agree

As referred to in the response to recommendation 2 above, ACTHD will ensure that
products and services outside the core services under the deed, follow appropriate
procurement processes in an open competitive process.

DSD will work with the Health Procurement team to start the planning for the expiry
of the NTT contract and ensure that decisions are made early to allow for a thorough
tender process for services beyond 2026.

DDTS will be consulted in respect of products and services that they may offer ahead
of any competitive procurement process or will be provided the opportunity to
respond to competitive procurement processes to ensure that DDTS products and
service offerings are considered fully. Transition costs, risks and benefits regarding
product and service options will also be considered within all procurement
processes.

Implementation date
30 June 2024
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4 High To provide strategic clarity and effective governance of the Deed and the services
delivered by NTT under this Deed, ACTHD should:

e limit the scope of the Work Orders created under the Deed to the original
intent of the Deed and the Request for Tender.

e revisit the internal approval process for new Work Orders considering
appropriate delegations.

e establish a process for overseeing and independent governance of Work
Orders.

Management Response

Agree

ACTHD will commence a review of all work orders to start to close out individual
work orders that don’t link to core services under the Deed. Separate work orders
will be established purely to manage the core services going forward.

DSD, through its Governance Committees and delegate approval processes will
ensure clear approval steps are in place if a new work order is needed under the
Deed. Clear risk assessment will be conducted for any new work orders.

DSD has already commenced constructing a reporting system to manage NTT orders
and invoices executed under the Deed. In addition, DSD has done a comprehensive
review of all work orders to ensure that continuing orders are in alignment with the
intent of the Deed.

Implementation date
30June 2024
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Appendix A — Review Scoping

Review of all NTT invoices submitted to ACTHD for the month of June 2023. This review’s findings
will be within the following constraints:

a review of the services provided by NTT (according to the invoice period) and a
reasonableness check for the invoice amount;

an expert opinion on the level of substantiation documents (support) provided by NTT for
each invoice;

a review of the ACTHD’s Work Order documentation and substantiation;

review period —any NTT invoice paid or accrued by ACTHD for the month of June 2023; and,
any other finding that will result in improved practices.
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Appendix B — Example invoices

Standard invoice

©) N1T

NTT Australia Pty Ltd
GPC BOYE atsE

Exinay HEW 3051

Austvaia

AN 65 203971 339

A.C:M. 203 371 333

Tax Invoice

Trangacticn Detsile:

Invalee Mumber: [E0E6m

Invecize Dl 3000023

PO Numsiser: Hosting Actass Agraamani
Custamer: 4T Healin Direcdome
Customer Code: 105781

inyoice Ta: Chent Manager Dimss Riral
Contract Mamber: 251 500
ACT Heakh Direciorain Service Provided To: ACT Haelth Directo e
Paler McNaen, Aachel Houigan & Glenn Loughton Stobu: Actve
2.6 Bowas Sireal
. Total Net Prige: 485,208.05
Fhona: 02 G207 9000 GST Payable: 48,520.61
Total (lne GST): CURRENCY: AUD 533,728.B6
Contact Detaile: l i
Paymsent Tarms: 30 days
Irvales Queriss PH: 02 2001 2134
Iewoice Gueries Emall: crediau®gozalnt
Irwalees Gueries Fax- [012] 5240 5507
Itemn  Sarvice Owtaile Service Coversge Hed Price GET Valus
(EM OET) {Inc GET)
0 REALE 00 Pl B MG Crages for CHOG for ninzEnze To I z0ee A5 208 06 Al Ezn80 1372005
Clecembar 2022

fdditionsl Imvolce Comments: Hosting Amess Agresmant CLENDNZT, GLOYOT4E, CLON0M48, CLDN0A0. CLD0REE, CLON02M, CLOT0G6ST1, CLDOGE, CLD0TZ, CLDYosS:. CLD 04T,
CLOA135%, CLOA 1476, CLOEAT00, CLO703, CLDA 1711, CLOA17HE, CLDA 1752, CLDA17S3, CUM 1754, CLDA1 7S5, CLOA §780, CLOA 1875, CLD12193, CLOMENS, CLD12144 CLDAZ145,
CLD218, CLDZvE, CLENZIA, CLDTEN T, LA CL2and, CLDAET. 1. CLDM ), CLDN2801, CLOTZ006.1, CLON2e08, CLDN2E0, CLOTI14, CLUNM28.1 . CLDN4332, CLDNSET,
CLD15435, CLD15530, CLDA 5257, CLD156H,, CLOASTEZ, CLOMET24, CLD17T90, CLOA 790¢, CLD18602 CLOM$586, CLOT3ES, CLDGIZE CLOS38D, CLDSETE, CLDET™, CLOGT0E, CLDG72E
CLD3a0, 0373584, DI832067, O32653862, 03600601, O2014401.1, CaA014418.2

Aftachavents: Lira Repori DO0E8084 < ACT I;lgnlh « IDspcsamnibaar B0 E WE o

L |

AN

Reference to
attachments of
detailed line reports.

Example of multiple purchase orders marked
against a single invoice line.

All these Purchase Orders relate to the single
line with the detail “PGC & MS Charges for
CSOC for December 2022”

Bank detais: AT Mame: MTT Austraba PIL, BSE: 012-201, ACE: E3F 150704

Standard Terms and Conditions of Supphy:
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Appendix C — ATO approved tax invoice

Bl Tax invoice

I Windows to Fit Pty Ltd 15 Burshag Road
ABN: 32 123 456 789 E] Festler NSW 2755

] Date: 1 August 2013

To: Building Company [z}
254 Burshag Hoad

Festler NSW 2755
Qty | Description of supply | Unit price | GST Total
3 50 | Window frames $150| $15| $8,250
10 | Deadlocks 540 %4 $440

TOTAL AMOUNT PAYABLE $8,690

The total price includes GST

The Australian Taxation Office provides guidance on items to be included on a tax invoice, which is
to include the following:

vk wNE

6.
7.
8.

the document is intended to be a tax invoice;

seller’s identity;

seller’s Australian business number (ABN);

date the invoice was issued;

brief description of the items sold, including the quantity (if applicable) and the
price;

GST amount (if any) payable;

extent to which each sale on the invoices is a taxable sale; and

the buyer’s identity.

Additionally, invoices submitted to APIAS must include:

9.

ACT Government contact (first name and last name) or ACT purchase order; and

10. supplier bank account details.

Taken from the ATO website - https://www.ato.gov.au/businesses-and-organisations/gst-excise-

and-indirect-taxes/gst/tax-invoices
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Appendix D — Detailed line repo

April 2023 Invoice Summary

PG E M5 Charges for C50C for April 2023

536,987.08

Total

536,987.08

G5T 10%

53,698.71

Total Inc GST

e | [

590,685.79

Work Order # Additional Description

wo11 TrYSD8s00L- Boodsarnk- NanPRoD
wo2s 900 - Philips ISP - Non PROD.
wos3 TAUCHESSaLo0L Kesre - PRG
woos Epiphan,
wor2 SSMS Session Host - SSMS - PROD.
woa1 TFYSAPPO19 - Carepoint - Non PROD
wo123 PFYSPCSAPPOOE - PIC:
wo121 PFYSPHLAPPOD? - Phillps IBE - SC-4.39 Additional DISK Fast
woa0.1 IDISEPICTESTWCE - AGFA PACS - SC-4.15 Windows 2016 STD 4 CPU
wo73 PAUCSQLOD - TruCredential - PROD
wozs P teye
wo11 DFYSDBSO01 - BloodBank - Non PROD.
woa1 TRYSAPPO1S - Corepoint - Non PROD
w0152 Trv
woao TevsAee0r- AGFA PAcs  Non pROD
woo2 ssaLoos -
wo123 TEVSPCEAPROOL PIES- 56428 Addiional Dl Seandard
wo1e TEYSAPPDO- Pytc - on PROD
2 PI¥SAPPO30 - Corepoint - PR
woao TRYSAPPOZ0- AGEA PACS - s o;n Additional Disk Standard
wors NAUCCPESQLOOL - CPF and Abbey - Non PRODI
woa6 PAUCAPPO2S - HealthLink - PROD
Woos PHU4DHRAPPO37 - DHR / EPIC - PROD
wo21 PRYSPHLAPPODL - Phils BE - SC-6.08 Virtual Managed Server (05) PROD
Wwoos PHUADHRAPPOE
woss. [oiyhmeseeiyied rus installed on 05
woi2s - Mes.
Woos NFYSDHRAPPO25 - DHR / EPIC - Non PROD
woos NFYSDHRAPPDA42 - DHR / EPIC - Non PROD
woos
woi7
woa3
waos
wose.
woos
woas
Woos
woos
woo3
woos
won> HR-
woos PHUACTXDBCo0a - DR [P PROD
woos PrrionaaPhosa -DHe epic - pROD
woos PEYSOHRAP K/ EPIC - PROD.
woi2e PAUCRHAAPPOO2 - Rhapsody - SC.6.08 Virtual Managed Server (0S) PROD
7 PALCCAPAPPOS- Capsule - PRC
woL? PAUCAPPO2S - Accellion - PRI
wo137 RAUNCTRRDRS001 - Trkmian- SC4.08 i Managed Server (05) PROD

Product name

SC-4.21 RedHat 7 63-bit 4 CPU

016
SC028 AdtionalDisk Standard
4.89 Windows Ses
*5 Windows 2016
“dditianal Disk
“tows 2016

Disk
5

se

scs0. fPhysical Equip.

SC-5.05 A sdon 08

SC-6.08 Virtu. Server (05) PROD

SC-6.08 Virtual Server (05) PROD

SC-6.08 Virtual Mar.  Server (OS) PROD

SC-5.05 Anti-Virus inst. d on Of
SC5.01 Monortng of Os/Physcal By
5C-5.05 Anti-Virus intalled o

S0 vinia Mamegedsareer{oSion PROD
SC-5.01 Monitoring of OS/Physical Equip
SC-5.05 Anti-Virus installed on OS.

SC-6.08 Virtual Managed Server (OS) PROD

SC-6.08 Virtual Managed Server (OS) PROD
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Quantity Billing start date

01-04-2023

01-08-2023

01-04-2023

30.04-2023

30.04-2023

30.04-2023

30.04-2023

ex GST

ing end dat Billing amount  Location

190.74 CDC PGE Fyshwick

78.88 CDC PGE Fyshwick

35,50 ACT Phillp 1
22.00 ACT Phillip 1
268.91 CDC PGC Hume
268.91 CDC PGC Fyshwick
268.91 CDC PGC Hume

268.91 AUC Azure Central

Line Report for April 2023
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