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1. Essential information

Venue name: ACT Legislative Assembly
Location: 196 London Circuit, Canberra City, ACT 2600.
Legislative Assembly: (02) 620 50439 or ola@parliament.act.gov.au

Education program: (02) 6205 3016 or laeducation@parliament.act.gov.au

Website: www.parliament.act.gov.au

2. Purpose

This document has been prepared to assist MLAs, Education and Engagement staff, and those visiting
the Assembly (particularly schools and community groups participating in the Assembly’s education
and engagement program).

It sets out:

general information about visiting the Assembly;

emergency management arrangements;

arrangements for effectively managing risks associated with COVID-19; and

a general risk assessment examining the risks associated with groups (and individuals) visiting
the Assembly, along with the relevant controls in place to effectively manage those risks.

This information is not intended to replace an individual’s or participating groups’ (including schools’)
own risk assessment processes.

3. General information

The following general information is provided to assist groups and persons visiting the Assembly.

Getting to the Assembly

The Legislative Assembly is located at 196 London Circuit, the public entrance is located on Civic
Square.


mailto:ola@parliament.act.gov.au
mailto:laeducation@parliament.act.gov.au
http://www.parliament.act.gov.au/
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Buses are able to set down visitors in the designated drop off point on London Circuit, adjacent to
Civic Square. However, availability of these spaces cannot be guaranteed.

To avoid having to cross the road, visiting groups should disembark on the northbound side of the
road which is immediately adjacent to the Assembly.

Due care should be given to ensure that school students do not wander onto the road when exiting
or entering buses.

The Assembly is a 6-minute walk from the Alinga Street light rail station and Civic interchange. There
are also two bus-stops outside the Assembly building; stops 3003 and 3356.

Paid short-and long stay public parking is available at:

Southeast Constitution Avenue carpark (access off Constitution Avenue);
Constitution Place, 220 London Circuit (basement carpark); and

London Circuit carpark beside the CMAG building (access off London Circuit).

COVID-19

The safety, health and wellbeing of all visitors to the Assembly is our priority. The following
restrictions apply:

e Covid-positive persons are not permitted in the Assembly precincts within five days of a

positive test.

A household contact of a covid-positive person is not permitted in the precincts within 7 days.
Anyone with cold or flu-like symptoms is not permitted in the precincts.

In the case of school visits as part of the Assembly’s education and engagement program, it is
essential that, prior to arriving at the Assembly, schools assure themselves that no students or

teachers are sick, symptomatic or the subject of isolation/quarantine arrangements issued by
public health authorities.

All relevant public health directions issued by ACT Health ACT must be observed.
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For more information, see section 4 of this document below.

Arrival & departure

Upon arrival, individual visitors to the Assembly should present to the public entrance to the
Assembly, located next to Civic Square.

Prior to entry, visitors are subject to the relevant security screening procedures and any public health
requirements that may be in place (see below).

In relation to school visits, teaching staff are responsible for ensuring the safety of students
participating in the Assembly’s education and engagement program as they exit or enter buses. Care
should be taken to ensure that students do not wander onto the road when embarking or
disembarking buses.

Education and Engagement staff from the Office will meet groups at the public entrance to the
Assembly, which is located next to Civic Square.

Security

All visitors to the building, including visiting school groups and those participating in education
events, are required to undergo security screening.

Screening is similar to that which applies in airports, including metal detection scanning and x-ray
scanning technology.

Teachers should allow about 10 minutes for security processing for a school group of 30 students.

Potentially threatening items such as knives, metal scissors, cricket bats and box-cutters cannot be
taken into the building as such items are not permitted under Legislative Assembly access control
policies and procedures.

Where security personnel detect a prohibited weapon (e.g. firearms, certain bladed weapons, tasers)
during the screening process, it is the Assembly’s protective security policy and procedure that the
Australian Federal Police will be called. CCTV cameras are installed throughout the Assembly building.

Due to the limited space available, the Assembly asks that students’ school bags are not brought to
the Assembly precincts during class visits.

Group size

Visiting school groups must not be larger than 60 people (excluding staff). A visiting school group
must be accompanied by a teacher (at least one teacher per class group of 30 students).

The contact details for the organising teacher must be provided to Education and Engagement staff
prior to visits.

Duty of care and workplace health and safety (child safety)
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The Assembly, and the Assembly Education and Engagement program takes children’s health and
safety—physical and psychosocial—very seriously.

Teachers have a duty to, so far as is reasonably practicable, ensure the health, wellbeing and safety of
children who are under a school’s care and charge while visiting the Assembly precincts. All students
must be accompanied by a teacher.

The Speaker, Clerk, MLAs and Assembly staff also have duties under the Workplace Health and Safety

Act to ensure that relevant WHS risks are managed effectively and that the Assembly precincts are
safe. Through the Assembly’s Health and Safety Committee relevant WHS risks are identified,
assessed and treated to minimise health and safety risks to the greatest extent possible.

After consultation with the Standing Committee on Administration and Procedure, the Speaker and
the Clerk have adopted a child safety code of conduct and policy.. These are available on the

Assembly website and the Assembly intranet.

Public liability insurance

The Assembly is covered by appropriate public liability insurance and school groups visiting the
Assembly to participate in its education programs are covered under this policy.

First aid

The Legislative Assembly has a first aid room, first aid kits and a number of staff with first aid
qualifications available throughout the building. For more information on first aid contact the
Principal Attendant on (02) 6205 0439.

The Assembly also has a defibrillator located near the public entrance.

Emergencies

The Office of the Legislative Assembly has in place appropriate evacuation procedures dealing with a
range of scenarios. Exit points are clearly sign-posted, evacuation instructions are listed near key
entry and exit points, and evacuation alarms and an emergency intercom system can be deployed in
the event of an emergency of some type (see section 4 below).

Staff background checks

Education and Engagement Officers, who have direct contact with vulnerable persons, including
children, are registered pursuant to the Working with Vulnerable People (Background Checking) Act
2011.

Accessibility

Visitors can move between the floors of the building via lifts. Accessible toilets are available on the
ground floor of the London Circuit side of the building.

Toilet facilities


https://legislation.act.gov.au/a/2011-35/
https://legislation.act.gov.au/a/2011-35/
https://www.parliament.act.gov.au/function/footer/childsafety
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Public toilets are located on the ground floor of the London Circuit side of the building (in between
the committee rooms) and the ground floor adjacent to the reception room.

Hospitality/ allergies

From time to time, refreshments may be provided to visitors.

It should be noted that because food is prepared offsite, the Assembly does not guarantee that any of
the food provided will meet the needs of people with dietary requirements such as celiac or those
with allergies to foods such as peanuts.

To ensure safety, schools are advised to make their own arrangements for students/participants
who may have food allergies or sensitivities.

Photography and filming

Photography and filming within the Assembly building is not permitted without the prior approval of
the Speaker.

Student behaviour

Teachers are expected to ensure that students maintain appropriate standards of behaviour in the
chamber, public gallery and throughout the building generally. Students should be adequately
supervised by teachers at all times.

Students should be reminded that the use of mobile phones, speaking loudly and other disruptive
behaviour is prohibited in the chamber. No food or drinks are allowed in the chamber.

4. What to do in an emergency

A full emergency evacuation will be initiated in response to a potentially life-threatening situation or
when the building cannot function due to service malfunctions.

The following procedure outlines the actions that must be taken by building occupants, including by
visitors and school groups, in the event of an emergency evacuation.

Procedure

In the event of an emergency, an alert by the following alarm signals will be broadcast over the
building's Emergency Warning Intercom System (EWIS):

Alert—an intermittent "beep, beep" sound
Evacuate—a continuous "whoop, whoop" sound

When the "alert" alarm is sounded, all building occupants should:

1. gather personal belongings (if safe to do so)—if a building occupant is on another floor
do not attempt to return to work area for personal belongings;
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2. secure your workstation and any sensitive documentation and switch-off and/or isolate
all equipment etc. (if time permits);

3. do not use desk telephone;
4. wait until directed by a Warden to evacuate;
5. ensure any visitors to the workplace are aware of emergency procedures; and

6. tradespersons on site should make the site that they are working on safe (if time
permits).

Evacuate alarm signal
When the "evacuate" alarm is sounded or when directed by a Warden, building occupants should:
1. close but do not lock the door;
2. move into the corridor in an orderly manner;
3. ensure any visitors to the building move to the corridor;
4. advise the Warden or Floor Warden of any person not participating in evacuation;

5. assist any person who is physically impaired to follow the directions of the Wardens or
the green EXIT signs to a safe area (do not use lifts); and

6. go to the designated assembly point on the steps of the Canberra Theatre and assemble
in work groups to assist in positively identifying that all building occupants have been
successfully evacuated and to aid in subsequent planning.

Evacuation/assembly point

The evacuation/assembly point for staff and visitors in the Assembly precincts is on the steps of the
Canberra Theatre. There are a five different emergency exists from the Assembly building as shown in
the below diagram.
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5. Parliamentary education Covid-19 policy and
procedures

Policy requirements

The following requirements apply to all groups and persons visiting the Assembly as part of the

Assembly’s parliamentary education program:

1.

10.

11.

A person who has tested positive for Covid is not permitted in the precincts for a period of
five days from their positive test.

A person who is a household contact of a Covid-positive person is not permitted in the
precincts for a period of 7 days.

Any person exhibiting cold or flu-like symptoms is not permitted in the Assembly precincts.
All public health directions and any restrictions must be observed.
Groups must not be larger than 60 people (excluding office staff).

All visitors must be screened at the public entrance (only two people are permitted in the
vestibule next to the screening point at any one time).

Contact details of all visitors to be obtained, for school groups all teacher contact details
required.

All posted room limits must be observed.
Visiting groups are not permitted in the secure areas of the building.

Visitors are to follow instructions given by education and engagement officers and Assembly
attendants.

Limited or no catering depending on prevailing assessment of risk.

School visits to the Assembly

The following procedures and requirements apply to the Assembly’s Education and Engagement staff,

attendant staff and other staff involved in delivery of the Assembly’s parliamentary education

function.

Clear communication with visit organisers to ensure compliance with COVID-19 health and
safety requirements, including:

a. reusable resources and equipment will be cleaned between groups;
b. security screening and use of sanitiser on entry to the building;

c. any rubbish/recycling to be placed in appropriate bins by participants at conclusion of
the program;

10
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d. allinstructions by Assembly staff must be followed to ensure safe conduct of the
program.

Maintaining regular communication between Education and Engagement staff and school/community
group organisers to be sure that the most recent public health advice is properly considered in
organising an event.

Where public health advice affects the Assembly’s assessment of risk, program cancellations may
occur at short notice.

Education and engagement staff to advise all organisers of group bookings that the health of all
participants should be monitored and if anyone is sick the group should not proceed with the visit.

No person who is sick or has cold or flu-like symptoms is permitted entry to the Assembly precincts.

1. Education and engagement staff will:

a) check all sanitiser dispensers, organise refills as required (relocate mobile dispensers to
venue);

b) wipe down/sanitise mace and other educational aids after each use.

Posters for hand hygiene, prevent the spread of germs and your COVID responsibilities are displayed
in areas where visitors participated in programs, events or meetings (www.covid19.act.gov.au/signs-
and-factsheets).

1. Upon arrival, education and engagement staff will:

a. Explain venue and safety information including in relation to emergency management,
evacuations etc.

b. ensure contact details of all adults are obtained during security screening process (or
beforehand in the case of school groups); and

c. advise of sanitiser arrangements, everyone to use on entry to the Assembly.

d.

Once in the room where program is to be conducted education and engagement staff will adhere to
room limits in all areas.

During breaks, education and engagement staff willadvise that courtyards can be used as a breakout
space.

1. Education and engagement staff to:

a. direct students to place all materials placed in correct bins or taken by participants
before leaving.

11
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advise attendants to contact cleaners to undertake thorough cleaning of
rooms/equipment.

thoroughly wash their hands after doing any cleaning of program resources at the
conclusion of an event (e.g. mace).

Education and engagement staff visits to schools

1.

The following procedures and requirements apply to the Assembly’s Education and Engagement

staff, attendant staff and other staff involved in delivery of the Assembly’s parliamentary

education function.

Clear communication to the visit organiser to ensure compliance with COVID-19 health and safety

requirements are met.

The following requirements/procedures apply:

a.

Education/engagement officers will enter the school, sign in and go straight to the
classroom where the program is to be conducted, run the program and leave again
immediately afterwards. Ensure any paperwork required by schools has been completed
prior to the visit.

Mock mace, this will be cleaned prior to the visit, handled only by education staff and
one student during the roleplay (as sergeant-at-arms) and cleaned again at the
conclusion of the visit.

Role-play scripts will be cleaned prior to the visit and cleaned again at the conclusion of the visit.

12



6. Risk assessment for individuals and school group visits to the Assembly

Context
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The Office of the Assembly has as a statutory function the provision of parliamentary education about the Assembly and its committees. This risk assessment is directed towards articulating the risks that confront the

Office in relation to the education function, it includes modifications to the program arising from the COVID-19 pandemic to establish the controls and treatments that will be/have been implemented to lower the

likelihood and consequence of these risks to within acceptable parameters. Risks have been assessed against the ACT’s whole-of-government risk matrix.

The Office will decide when to conduct school and community group visits based on the prevailing public health advice and an assessment of risk.

Risk Source and contributors

Controls

Additional treatments

Assessment with treatment

Road safety risks associated
with arrival and departure

Bus drop-off zone on Civic Square is a main road
(London Circuit), potential for interaction with
traffic.

Slip, fall and trip accidents Poor/risky behaviour

Lack of supervision

General slip/fall/trip risks outlined in WHS risk
register

Poor health / safety outcomes Visiting groups of students under 18 years of
for children or young people age
Work experience/internship placements for
students (under 18 years)
Inadequate policy provision for working with
vulnerable people (child safety)

Groups should disembark/embark on the northbound side of
the road which is immediately adjacent to the Assembly.

School groups should make their way to the public entrance
of the building and present to the security attendants for
screening. The Venue and safety information for visiting
groups is provided to teachers/schools prior to their
attendance at the precincts. This allows for expectation
management and situational awareness on the day.

Students sit one per seat during programs and move between
areas in an orderly manner, no running or pushing.

Ensure teacher/staff supervision or students.

No running, jumping in the courtyard area, move carefully
between different surfaces (concrete, paving and grass), do
not walk on or over garden beds.

General hazards giving rise to possible slips, trips etc are
identified as part of the Office’s hazard identification process.

All Education Officers have a current Working with Vulnerable
People registration card.

Develop and adopt child safety code of conduct and policy
(communication by Speaker/Clerk to all members and their
staff.

Policy requirements around supervision, no off-site
components (i.e., members not to stake students out of the
precincts) in connection with work experience program.

Implementation of revised induction arrangements for MLAs
and participants in vocational programs addressing duty of
care and particular requirements for hosting/participating.

Teaching staff are responsible for ensuring the safety of
students as they leave or enter buses, as well as safe passage
to and from the Assembly building.

Assembly education team to remove any potential hazards
when setting up an area for an education program.

Ongoing monitoring of ad hoc hazards that might arise in the
course of set up / delivery.

Teachers remain with the students and are responsible for their
supervision at all times in all spaces.

The Assembly building has a first aid room, security staff are
trained in first aid. Teachers are able to bring a bag containing
first aid items into the building. The Assembly building also has
a defibrillator which is located at the public entrance.

Students to remain at the Assembly precincts for all work
experience activities.

Induction program on HROnboard.

Likelihood—1

Consequence—4 (in the form the
impact is most likely to take)

Risk: Medium

Likelihood—3

Consequence—2 (in the form the
impact is most likely to take)

Risk: Medium

Likelihood—2

Consequence—3 (in the form the
impact is most likely to take)

Risk:

13
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Risk

Source and contributors

Controls

Additional treatments

Assessment with treatment

Allergic reactions and medical
emergencies

Student separation from the
group

Theft, damage to Assembly
property

Theft, damaged, or lost visitor
property

Assembly Education officers
and students/teachers
exposed to coronavirus

Catering at events

Allergens in offices/workspaces

Students going to bathrooms

Students left behind in a room as part of a tour

Inadequate teacher supervision, students left
unattended

Lack of clarity about behaviour in the chamber

Student bags and valuables bought to the
Assembly

Transmission between Assembly Education
officers and students/teachers during
programs run in schools.

Failure to comply with physical distancing
requirements and other COVID safe
requirements.

Inadequate sanitisation between events/visits
Inadequate screening of visitors, students,
staff, teachers etc.

After consultation with the Standing Committee on
Administration and Procedure, the Speaker and the Clerk have
adopted a child safety code of conduct and policy. These are
available on the Assembly website and the Assembly intranet.

To ensure safety, visitors with any food allergies should
arrange to bring their own food. Food provided by the
Assembly cannot be guaranteed to be free of allergens.

Offices hosting work experience or internship students advised
of allergies/medical conditions to ensure a safe working
environment.

Education staff to request allergy/medical information from
work experience/internship students to ensure supervisors can
be appropriately briefed to provide safe workspaces.

Students are moved between activities in a coordinated
manner. Rooms in the building are located in close proximity
to each other and security staff are able to direct students to
the correct location in the unlikely event of a separation from
the group.

CCTV—deterrent, post incident investigation
Teacher supervision

Signage about not playing with/interfering with furniture,
items in the chamber.

Storage of bags is limited, it is encouraged that students do not
bring bags as all equipment required for programs is provided.

Any bags will be screened by security and stored in the room
where programs are conducted.

Visit can only take place in the event that there are no
students and/or teachers who are symptomatic (confirm on
the day prior to the visit that this is the case and again upon
arrival at the venue on the day).

Education Officers not to proceed with program if they are
symptomatic.

Use of hand sanitiser before, during and after visit
Sanitising any materials that are used in the visit (e.g. mock
mace)

Leave single use resources with the teacher and students.

Teachers remain with the students and are responsible for their
supervision at all times in all spaces.

Education staff to check spaces to ensure all students have
exited before proceeding with a program/tour.

Security of valuables cannot be guaranteed, visitors are asked
to remove valuables from bags and keep them on their person

Provide contact details to the school so notification can occur
in the event of a COVID contact being identified

Keep teacher contact and class details for the conducted
program so notification can occur in the event of a COVID
contact being identified

Likelihood—2

Consequence—3 (in the form the
impact is most likely to take)

Risk: Medium

Likelihood—3

Consequence—2 (in the form the
impact is most likely to take)

Risk: Medium

Likelihood—2

Consequence—2 (in the form the
impact is most likely to take)

Risk: Medium

Likelihood—4

Consequence—2 (in the form the
impact is most likely to take)

Risk: Medium

Likelihood—2

Consequence—3 (in the form the
impact is most likely to take)

Risk: Medium

14
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Risk

Additional treatments

Assessment with treatment

Transmission of coronavirus
between education program
participants and occupants of
the Assembly precincts
(MLAs, Office staff, members’
staff etc) leading to
illness/COVID-19

Source and contributors Controls

e Poor screening e Cleaning procedures following attendance by groups/visitors
e  Poor policy/administrative controls e  Use of sanitiser

e Inadequate hygiene arrangements e Signage regarding room limits, hygiene requirements

e Lack of cleaning/sanitation e Observation of rooms limits

e Lack of PPE e Limited or no catering depending on prevailing assessment of

Poor understanding of
implementation/enforcement of internal
controls

Inadequate response where a suspected or
confirmed case has been present in the
precincts as part of the education program

risk Application of Safework Australia procedure related to
suspected or confirmed cases as circulated to all occupants of
the precincts. Notify Manager, Security and Building
Services/Manager, HR and Entitlements, public
health/WorkSafe authorities.

Adoption and application/implementation of Procedure for
check-in (see above), procedure for conduct of programs (see
above)—Education Officers (As at time that visits within the
precincts resume)

Likelihood—2

Consequence—3 (in the form the
impact is most likely to take)

Risk: Medium

15
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Appendix A: Risk matrix

ACTIA

Australian Capital Territory Insurance Authority

ACT

Government

Last Update: 30 September 2021

Description Historical Frequency

Almost Ooours an mast acurences of
Certain e acivity

Expecind b happen fis fme

Category of Risk Insignificant

1% of Project / Entity Budget or

Financial e
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Please see overthe page for more consequences

Min or

2 5% of Project/ Entity Budget or
<SEOK

Consequence **

Moderate

= 5% of Project / Entity Budget or
<S500K

Major
= 10% of Project / Entity Budget or
<S5

Catastrophic

»25% of Project / Entity Budget or
=55

Mincr emors insystems or
proCESsEes requiring corrective
lacticnandior minor delay without
impact on overall schedule and’or
insignificant impact on business
loutcomes and s rategic chjechives.

Business Operations

Senvices (including those of
providers ) do not fully mest needs
and'or minor impact on business
outcomes and strategic objectives
and'orsubsidiaryservices
experience minor disruptions.

One o more key accountabi iy
requirements not met and /or
incorvenient but not client welfare
treatening and/or moderate
impact onbusiness outcomes and
stategic objectives and/or 3
number of objeciives not met,
minos o subsidiany services

Significant impact cnbusiness and
/ or stategicobjectives and/or
strategies not cons stent with
Governments agenda and/or
trends show senice is degraded
landior key service delvery
impaired.

Strategic business oulcomes/
processes fail, control
inkastruchre failure, orifical
business objectives not met

Non-compiance with policies,
procedures & guidelnes and
standard ocperating procedures
whichare not legis lated or
requisted.

Complance!
Regulation

Numerous instances of non-
complance withwork policy and
standard operating procedures
which are not legisbted or
regulated.

Non- compliance with work poicy
and stendard operating
procedures which are regulsted or
legis bted.

Restriction of business operations
by reguistor due fo non-
compliance with relevant
\guidelines and / or significant non-
compliance with policy and
procedures which rreaten
bisiness delivery.

Operafions shut down by reguiatnr
for failing to comphywith relevant
guidelines / legis lafion and for
significant non-compliance with
imernal procedures which could
result infailure to provide business
outcomes and service delivery.

Mo loss of anessentiafoiticsl
service andior loss of, or
interruption to, non oritical’non- core
serdces up o3 days.

Loss of an essentialioritical s ervice
for less than 4 hours andior loss of,
or inerruption to, non aritical’non-
core senices for 3- 5 days.

Loss of one or mare
essentialioitical services for more
than 4 hours and up to 3 days,
and/or loss of, or disrupfion to, non
oritical non-core services forup o
10 days.

Loss of one or more
lessentiaforitical services for more
than 3 days and up o 4 or more
weeks, andior loss of patof an
eszentslsenice that is highrisk

{ ife based) and'or dis ruption o
nonoiticalservices over

s ubs equent weeks .

Las s of one or more
essenal'oritical services for more
than 4 weseks that continues for
months andior loss of an essential
senice thatis highrisk (life besed)
and/or disruptionto non-critical
senices over subs equent months.

Internal review andior minar
dissatisfaction across asmall
number of demographic groups or
Reputation & Image steeholders.

E xpectation

Likely Domrs on some gcumenes of

Exprecied o ooour an ane offie nex few oocesons

Sorutiny required by internal
committess or internal audit in
prevent escalation and'or
moderate dissafsfacionaooss a
small number demographic groups
of severalstakehokiers .

Local media sorutimy {1 week)
and/or soruting required by exdernal
commitiees or ACT Auditor
General's Office, or inguest, eic
and/or dissafisfactionacross aew
demographicgroups or muliple
stakeholders.

High

the aciity
e Could ooour a some Smein e futre. Would not
Possible Infequerdyooours hem besuprise i occurmed
Unlikely e .“ﬁumrh.ﬁlﬁmddhemmnmdl il

Likelihood of Consequence

Rare

Has e ooourmed hee, but may | Might ooowr, but onlyin escepion al droumstanoes .
hrane (has oooured somewhers Would bewrysuprsed fooured

Risk Control Effectiveness

Control
Effectiveness

monitor the exsiing confrols.

Guide

Controls are well designed and operafing efieclivelyin treating the root cause ofthe risk. Additional
controls exist to appropriately manage consequence. Controls are largely preventative and management
believes that theyare efiective and reliable at all times. Nothing further b be done except reviewand

confrols o improve operational efledtiveness.

Some defdencies in confrols have been identifed however most controls are designed and
implemented efiectively in treating some root causes ofthe rizk. While some preventative controls exist,
controls are largely readtive. There are opportunities to improwve the designfimplementation of some

Intense public, political and
national media soruting {1 week)
[andior Minister / Chief Minister
imohement and'or dissatisfaction

moross alargerange of
[demographic groups and

stekeholders.
4

Adverse finding fom Assembly
inquiry or Commis sionof inguiry or
sustsined adverse international
media andior loss of public
comidence in Government or
Public Service forcing changes to
the machinery of Government.

5

High
Medium
Medium High High *
Medium Medium High *

Priority Indicative Escalation *

Within 24 hours

Priority for Attention/Action
Suggested timing for

Short-term - normally
within one month.

treatment

Authority for tolerance of

risk

Director-General

Medium term —normally

Significant control deiciencies identiied. E ither controls do not treat roet cause or theydo not operaie
efiectively Controls, if theyexist are just reactive. M anagement has litle conidence on the efieciveness
ofthe controls due to poor controldesign and/or verylimited operational effedtivenszs.

r'I'Ii'rl:'l':ll'ulp.lnlqanilm uence and likelihood of a risk:

consaquences, choose the one that has the highest outcome/impact.
2. Likelihood- What is the likelihood of that outcome/impact?

\_of risk and the suggesied of freq y and con!

conseq
1. Consequence- What will be the outcome/impact should the risk eventuate in the most normal form? Where there are many

3..When ientifying, analysing and rating risk, consideration should be given but not necessanly limited fo the above calegories

Within 7-14 days o Senior Executive
within three months.
— Normally
Within 1-3 months s Managers
within one year.
1-3 months in course of |Ongoing control as part of
_ o : All Staff
normal business a management system.

B * Priority for Attention / Action M
Every care should be taken to act as soon as possible to implement risk control measures wherever possible or to take action fo
fix the problem. "Extreme’ and "High' risks especially where the risk relates to people and personal injury require us to act
immediately to take steps to fix the problem.

The suggested timing of treatment does not mean that immediate action ought not be taken or that the fiming can not ba
Y, compleled sooner than suggested. J
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Conbe xtual e fini Son

Catagory of Risk

Achievement of strategic and operational

Business Oper ations ik by eetivics

Inelgnifl cant
Minor emors in systems of rocesses nequiring
o rective action and/or manar delay without
impact on gverall schedule andjfor insigniicant
Empact on business gutosmes and strategic

ohjactives.

OFFICIAL

Milnor
5 er vices {including those of providers| do not fully
meet neads andfor minor mpad on business
loutcom es and strategic objectives and/or
Eubsidiary services sxpenancs manar dismup Sons.

Consequence of risk in the most nomal fom
Modarzts

One or more key accountability requinements not
met and Jor inconwvenien t but not disnt welfare
threatening and,/or moderate impact on busine=s
outcomes and strategic objedives and/or a
number of objactives not met, minor or subsidiany
e vioes impaired.

M| or
Signifiant impacd on busine= and [ or strategic
objedives and/or strategies not consistent with
Government'sagenda andfor trends show service
= degraded and/or key senvice delvery impained.

Catastrophic
Strategic business outcomes) processes fail,
matrol infrastrudure faidure, oitical busines

objectives not met.

Dedivery of functionsof the
businesbranch/ entity depending on
their classification as exsantialloritical or
not

Serviee Delvery

Mo boss of an essen falforitical service andfor loas

iof, o in terruption to, nan critical/non-corne services

o 3 days.

Loss of an emeantialforitical service for b than 4
howrs andfor loss of, or mtermuptson to, non

oo tica | nan -core

ervices for 3 -5 days.

Loss of one or more essentialfoitical services. for
mare than 4 hours and up to 3 days, and/or loas of,
or disruptson to, non oritscal/non-oore services for
up to 10 days.

Loas of ane ar mare sssentialforitical servioe

mare than 3 days and up to 4 or mare weaks,

critical services over subssquant wesks,

Loss of ane or more essen Galforifcal sarvices for

s than 4 weels that continues for months

that is high risk
3 b non-crifica

servicss over subsequent months.

Mon complian e with legislation,
regulation, policy or proced ure {induding
conflicts of interest], and th e assodated
conseguencss o oper ations.

Com pliana: fRegulation

Mon-mmplance wit polices, procedures &
guideBnes and standard operating procedures

which are not legislated or regulated.

Numerous instanaes of non-compiance with wark
policy and standard operating procedures which

lare not kegslated ar regulated.

Non-complian e with work policy and standard
operating procedures which are regulated or

g lated.

Restriction of business operatio ns by regulator due

1o nan-com plancae with

e vant guid efines and [/
ar sign ificant non -axmplance with policy and
procedunes which threaten business defvery.

‘Dperations shut down by regulator for failing to
axmply with releyant guidelines [/ kegslation and
Jfor significant non-com plance with intema
pracedures whidh @uld result in falure to provide

business cutoomes and service delvery.

Damage or adverse outommes Lo items or

Cultwral & Herit:
it il places of cultural or heritage value

Consists of, but = not Bmited to, repairable damage
or na impact to the heritage place or object

and for

Un authorised cond uadt to the heritage place or
object, induding Aboriginal places and objed. The

madud has no or repairable mpact.

[Consists of, but & not Emited o, repairable damage
o the heritage places or object and/or
Unautharized conduct that diminshes the heritage
kignificanoe of the place or objea, induding

A bariginal places and objects. The condu ct has

minor repairable adverse heritage impact.

Consists of, but not Emited to, repairab e or
irneparable damage to the heritage place or object
andfor

Unauthorised conduct that diminishes the heritage
significance of the place or object, induding
Aboriginal places and objects. The conduct may or
may not have an acceptable heritage impact.

Consists of, but not Emited to, significant, or
ireparable damage, or total kess of the heritage
place or objea and/or

Unauth orised conduct, induding negligent conduct,
that dimin izh es the hen

tage sgnificance of the
place or objed, induding Aboriginal places and
objeds. The conduct has an unaceptable heritage

Empact.

Consists of, but not Bmited to, permanent or
imeparable damage, or total loss of the heritage
place or object

and for

Un author sed cond uat, including recidess conduct,
th at diminishes the heritage significance of the
place or object, induding Aboriginal places and
objects. The conduct has an unacceptable heritage
Empact.

Financial kaszes from the project or en ity
represen ted as either a peraentage of the
Financial 4 i

project/entity budget or adollar amount,

which ever is the greater

1% of Project | Entity Budget aor <55K

12.5% of Project / Entity Budget or <550K

= 5% of Project / Entity Budget or <3500K

= 10% of Progect [/ Entity Budget or <55M

=25% of Project / Entity Budget or >55M

Aocess to and security of information and
g T R L L BT Tl e o] 5. that enable the conduct of
busines and provision of servies

A product or senvice which servicesup to 10% of

th & wor kforce or impacts a small number of the
aMnmunity in a minar way

and for

System breach to business administration system

with no persanal or classified information siored.

I& produ ot or service which services 10 - 30% of the

warkforce or impact a small number of the
leoamumun ity in a moder ate way

and for

[Eysterm breach to busines administration system
fwith same identifiable information bu t non-chient
thir eate

ing {data acce=s known).

A product or service which servies 30-70% of the

warkfonoe orimpacts a moder ate number of the

comimunity in a mod erate way andfor
System breach to business admin istration system
with same identifiable infor mation but non-dient

threatening {data access unknown ).

A

0% of the workfor e

rduct or serviee which services greater than

impacts a small to

mad erate number of the community in a major
way andor
Systems breach to business administration system

with sdentifiablefdassified information sbor e

nan-client welfare thre

A

waor eforoe

sduct or service which services 100% of the

ar impacts amaderate or substantia

number of the community in a major way andfor
o tal los of confid ence in data/record integrity

andfar

Systems breadh to Government or business oritica

sy stems with dient and/or business welfare

th reatened.

. Adwerse gutoomes for the natural
Matwral Environment T
en viranment

Environmental harm to an ecosystem and spedies
& Emited to a lcalsed area with rapad remwvery
without effort.

Minimal environmental hamm o an ecosystem and
Epecies recogn sed at the local or regional leved
land for

Localised but minor instances of environmenta
hanm that can be reversed with minimal efforts.

Maderate environmen tal harm to an ecosystem
and species recognized at the state lkevel
andfor

Semi-parmanent loss of environmental value and

risk of continuing environmental harm.

Major environmental harm to an ecosystem and
species recognised at th e national kewvel and/or
Lo=s or impainment to an ecosystem or speces
recognised at the state or regional leve

andfor

Difficulty recovering from environ ment damage
and stemmin g angodng en vironmental harm.

Sewere Damage and/or significant lo= and/f or
Empainm ent
andfor

Perman ent destruction of an ecosystem or species

remgnised at the local, region al, state or nationa
ey el
and for

erman ent and widespread loss of envilonmenta

wvalue and progressive recoverable environmental

Direct physical and psychological injuries
b peopde |stall, contr actors, customers)
ariming froem the risk ocoumming.

People Injuries
(physical & psydhological | Theimpact to people arisng from
MNatur al Disaster related events s covered
under the Emengency J/ Disaster

Management ctegonies

harm.
Mo injury or treatment required. Injury which: Injury which: Sangle injury which: Death
rrequires treatment (not haspitaBsation]; sraguires hospitalsation; and/or =5 Fle-threatening {induding loss of Bnbs); and/for |and/or

landar

=T pacts capacity to wark for a period of one week
o be;

land for

multiple people sustin injury/ies not requiring

br &sa bmen .

wimp acts on capacity o work for a period of
greater than one wesk;

andfaor

multiple people sustain inju ry/fies whid:

sregquine treatment

simpad their capacity to work for a period of one

WEEK Or s

wesults in permanent disabiity; and Jor

esults i permanant {partial or towl] mpact an
capacity o waork;

and for

maultiphe people sustain injury)ies which:

#ragquire hospitalsation

= mpact their apadty to work for greater than one
w

multiple in jury/ies which result in:
wpermaneant impact on cap acity to work; and for

spermanent disability.

Observable meazures of how the risk
may impact the reputation or image of
the ACT Gowernment

Reputation & Image

Intermnal review and/or minagr dissatisfaction across
asmall number of demograp hic groups or

stakeholders.

[Eorutiny required by intemal commitees or
tern al audit to prevent escalation and/or
maderate d ssatsfaction across a small number
demographic groups or several staksholders.

Local media soutiny |1 wesk) and/or scruting
required by external cosmmittees or ACT Auditor
Ganeral’s Do, or inquest, atc andfor
dizsatisfaction across a few demographic groups ar

mubtiple staieholders.

Intense public, poltial and national media soutiny
{1 weak] and/or Minster [ Chief Min ster
nvolvement and/or dissatisfaction acoss alarge
range of demographic groups and stakeholders.

Adverse finding from Assembly inguiry or
Commission of mguiny or sustasined adwerse
nternational media and for boss of public
mafidence in Govemment or PublicService fording

changes ta the machinery of Government.

Memures of the sacial impact to the ACT
arising from emergendies {eg bushfire,
flood, starm damage etc)

Emeng ency | Disaster Ma nagement
|seeciall im pact)

The community s social connectedness is disrupted,
=uch that the repriontsation and [ or reaBocation
of existing resounces i required to return the
memmunity 1o functioning effectively, with no
permanent dispersal.

[The community’s socal connededness s dsmupted,
kuch that community requines some extema
resourees o return the ammunity to functioning

e ffectively, with no perman ent dispersal.

The axmmunity’s sodal connectednes i disupted,
=zuch that @ memunity requines sgnificant extemna
resgurces Lo netumn the oomm nity to functioning

effectively, with some permanent dispersal.

Th e commun ity's social manectedness i

ragrdinary

significantly disru pted, such tha
e tewr il reso unoms are required to retum i

cammunity to fundioning effectively, with
significant permanent dispersal.

The community s socal connectedness i
sreparably disrupted , sudh that the community

eases to function effecs . breaks down and

dimperses in its entirety.

Dutcomes an e community or people
of the ACT arming from emengencies{eg
bushfire, flood, sionm damage eic).

Emengency [ Disaster Management
[community / people impacd |

Minor in juries to 10or le= people.

Lezs than 4 senous injuries, or more than 10minar
injuries directly from the emergency.

Le=s than 4 deaths or onitical injuries with long-term
or permanent incap acitation, directly from the

emerngency, or mare than 4 serous injuries.

4 —40 deaths or oitical injuries with long-termor
parmanant ncapacitation, direcly from the

emergency, or maone than 40 serfous injuries.

Mare than 40 deaths or oritical injuries with long-
Erm or penmanent incapacitation, direaly from

tfheemergency.
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ACT'A Supplementary notes:

The consequences of a changing climate are inherent to many of the consequence categories listed and may be considered as part
of a risk assessment. For example, frequent heatwaves may risk damage to physical assets, which may create financial risks,
inability to deliver core services, negatively impact the government's reputation and reduce general business activity etc.

Climate Change

Definition of an essential service:
Essential services may take two forms — those which are public facing and those which are internal and necessary for the ongoing

Government have determined 4 tiers of service .

Tier 1 services are identified as essential and critical services. They are critical to public safety and order; enabling support services
workings for frontline essential services:

*Frontline health care

sHealth protection services

eTeachers

sEmergency services workers including police, fire fighters, ambulance and SES

Essential Services sTechnological support for essential services (ICT, information and data management

*Waste collection

*Capital Linen (contracted to ACT health)

*Corrections (including Community Corrections, youth Justice, Child protection workers)

*Public safety workers essential to the justice system including Courts and Tribunal, legal aid, DPP certain registry personnel, FMC
and Sheriffs

*Access Canberra

»\/ictims support and Public Advocate

*Emergency maintenance

sLegal, policy and drafting services

business of government, such as support to Ministers, making payments to providers and suppliers, and supporting the workforce.

(3 C-CLTAT R EE TRV ELET-CT -1 S Criteria based on NERAG criteria and contextualised to represent losses from an emergency eg bushfire or flood.

The consequences of threats, risks and vulnerabilities that affect the protection of people, information and assets are inherent to
Protective Security many of the consequence categories listed and may be considered as part of a risk assessment.
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