ACT Government Strategic Risk Register - Context Page

Identifying the context sets the scene for how the risk assessment will proceed, what risks will be considered,
how they will be rated and what actions and decisions will follow from the process to manage or reduce the risks identified.
Topic of the Risk Assessment

Purpose of the risk register, a specific
event, project or undertaking.

Details (Hit <Alt><Enter> to make a line break)

Provide a summary of the activities and
goals/objectives of the risk assessment.
This may include defining responsibilities,
the scope of the risk assessment (what is
included and excluded) and how the risk
assessment will be conducted.

Owner Directorate: Agency / Branch / Event:

Risk Assessment Undertaken By: Date Completed:

Local Version Control:

Next Review Date:

Approving Authority Sentence Administration Board Chair

Signature

Strategic Version Ref: 2019-02-22,
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Risk Reference

ACT Government Strategic Risk Treatments

The Risk:

Risk
Owner

Risk Controls Currently in Place

Consequence

Consequence

Inherent Risk

Rating

Under-delivery of project outputs arising from cost
over-runs

1) Strong project management by dedicated staff including
project manager and finance officer

2) Up to date cost estimation for capital works

3) Outsourcing elements if Govt does not have expertise to
manage it

4) Strong governance combined with regular reporting and
oversight

Harm to construction workers fitting castellated
kerbs, or to TCCS workers performing operation and
maintenance on WSUD assets

1) WHS certification of construction firm

2) WHS practices by construction firm

3) Active oversight of WHS by governance bodies
4) TCCS WHS protocols in place

Consequences for EPSDD of complete, permanent loss|
of electronic records

EPSDD| EPSDD, Construction contractors, ACT Govt| CCEW/Office of Water, EPSDD

1) Strong project management by dedicated, well-trained staff
including project manager, finance officer, project officer

2) Planning for records management, versioning and business
continuity, and use of Govt tools (e.g. Objective)

3) Strong governance combined with regular reporting and
oversight

Medium

Medium

Damage to reputation of Minister and EPSDD as they
must manage dissatisfaction with the program across
the community

EPSDD, ACT Govt

1) As an election commitment (for Lake Tuggeranong), political
commitment to solve the problem

2) Management approach adopted by Government is
underpinned by evidence.

3) Outsourcing of the delivery to elements (construction, public
education) to experts.

4) Strong communication and community liaison to convey a
program narrative and engage with the public.

5) Dedicated communications staff and resources (subject to
this bid).

6) Communications and stakeholder engagement plans with
proactive media and outreach strategy.

Reputational harm to Government if solutions offered
to water quality problems are ultimately found to be
ineffective, i.e. lakes and ponds suffer chronic poor
water quality.

1) Commitment to evidence based management.

2) Dedicated staff, tasks and resources for the modelling of
costs and environmental outcomes for managment options to
provide greatest certainty that objectives can be achieved
within budget.

3) Consolidated analysis in Lake Tuggeranong Healthy
Waterways Plan, which has been reviewed by experts in water
quality t.

Water quality assets are not maintained and lose their|
functionality and value.

1) Enhanced operation and maintenance funding is sought
through current business case

2) EPSDD and TCCS working together to ensure cost-effective
asset operation and maintenence
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Further Treatments
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Enter commentary regarding your strategic risk statistics |







B/ACTIA

e

Enter/edit your own risk categories
You can have up to 22 categories

Strategic Risk Categories

Assets 0
Business, Processes and Systems 0
0

Commercial

Compliance / Regulation

Contractual

Cultural Heritage

Environment

Financial

Fraud

General Management Activities

Operational

Legislation

People

Products and Services

Project

Records Management

Reputation and Image

Security

Stakeholder Management

Strategic

Technology

Other
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Likelihood of Consequence

ACT

Government

Category of Risk Insignificant

1% ofProject / Entity Budget or
<85K

Financial

ACTIA Standard ACT Government Level Risk Matrix

Consequence **

Minor

2.5% ofProject/Entity Budget or
<350K

Moderate

=5% ofProject/Entity Budget or
<5500K

Major
= 10% ofProject/E ntity Budget or
<85M

Catastrophic

=»25% ofProject/ Entity Budget or
=85M

Minor emrors in systems or
processes requiring corrective
action and/or minor delay without
impact on overall schedule and/or
insignificant im pact on business
outcomes and sirategic objectives.

/ACTIA

& hustralian Capital Territory Insurance Authority

Business Operations

Senvices (including those of
providers) do not fully meet needs
andfor minor impact on business
outcomesand strategic objectives
andfor subsidiary services
experience minordisruptions.

One or more key accountability
requirements not metand for
inconvenient but not client welfare
threatening andfor moderate
impact on business outcomes and
strategic objectives andfora
number o fobjectives not met,
minor or subsidiary semices

Significant impact on business and
lor strategic objectives andfor
strate gies not consistent with
Government’s agenda andior
trends showsenvice is degraded
and/orkey service delivery
impaired.

Strategic business outcomes/
processes fail, control
infrastructure failure, critical
business objectives not met.

Non-compliance with policies,
procedures & guidelines and
standard operating procedures
which are not legislated or
regulated.

Compliance/
Regulation

Numerous instances ofnon-
com pliance with work policy and
standard operating procedures
which are not legislated or
regulated.

Noncompliance with work policy
and standard operating
procedures which are regulated or
legislated.

Restriction of business operations
by regulator due to non-
compliance with relevant
guidelines and / or significant non-
compliance with policy and
procedures which threaten
business delivery.

Opermtions shut down by regulator
for failing to comply with relevant
guidelines / legislationand for
significant non-compliance with
internal procedures which could
result in failure to provide business
outcomes and service delivery.

No loss ofan essentialicritical
sarvice and/or loss of or
interruption to, non criticalnon-core

Service Delivery services up to 3 days.

Loss ofan essential/critical service
for less than 4 hours and/orloss of,
or interruption to, non criticalnon-
core senices for3 - 5 days.

Loss ofone ormore
essentialicritical services for more
than 4 hours and up to 3 days,
and/orloss of, ordisruption to, non
crticalinon-core services forup to
10 days.

Loss ofone ormare
essentialicritical services for more
than 3 days and up to 4 ormore
weeks, and/or loss ofpartofan
essential service thatis high risk
(life based) and/ordisrupfon to
non-critical services over
subsequent weeks.

Loss ofone or more
essential/crtical services for more
than 4 weeks that continues for
months and/orloss ofan essential
senice thatis high risk (life based)
and/or disruption to non-critical
senices over subsequent months.

Internal reviewandfor minor
dissatisfaction acrossa small
number ofdemographic groups or

Repufation & Image stakeholders.

Scrutiny required by intemal
committees orinternal audit to
prevent escalation and/or
moderate dissatisfaction across a
small numberdemographic groups
or several stakeholders.

Local media scrutiny (1 week)
and/or scrutiny required by external
committees or ACT Auditor
General’s Ofice, or inquest, etc
and/ordissatisfaction across a few
demographic groups ormultiple

Intense public, political and
national media scrutiny (1 week)
and/or Minister/ ChiefMinister
involvement and/or dissatisfaction
across a large range of
demographic groups and

Adverse finding from Assembly

inquiry or C ommission ofinquiry or

sustained adverse intemational

media andfor loss ofpublic

confidence in Govemment or

P ublic Senvice forcing changes to
gl

Description Historical Frequency Expectation 2 3 4
1:\: 2:1213:1 Occurs an - :i'.cc;:::rrcncc= of Expecied b ha ppes Bis G e High High
Likely Qezurs an T:':c:f‘.i‘:"c”“’ 9 | Expected 1 acauron one ofth e nex few occas ions Medlum Medlum High
Possible ke queri By aces here Could occur a;:c;r::;iir::ii‘r;:;::;:;c.'.\luuld not Low Medlum Medlum
Unlikely Mas never occurred here | WSS Butuikely Would e surprised Low Medium Medium High High *
R s cviad s ot | Wl ba very sarprised f et Low Low Medium Medium High *

Risk Control Effectiveness

Control

Effectiveness Guide

Controls are well designed and operating effectively in treating the root cause of the risk. Additional
controls exist to appropriately manage consequence. Controls are largely preventative and management
believes that they are effective and reliable at all times. Nothing further to be done except review and
monitor the existing controls.

Some deficiencies in controls have been identified however most controls are designed and
implemented effectively in treating some root causes of the risk. While some preventative controls exist,
controls are largely reactive. There are opportunities to improve the design/implementation of some
controls to improve operational effectiveness.

Significant control deficiencies identified. Either controls do not treat root cause or they do not operate
effectively. Controls, if they exist are just reactive. Management has little confidence on the effectiveness
of the controls due to poor control desian and/or very limited operational effectiveness.

Inadequate

ACT Government Confidential

Priority

Indicative Escalation *

Within 24 hours

Priority for Attention/Action

Suggested timing for
treatment

Short-term - normally
within one month.

Authority for tolerance of
risk

Director-General
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Medium term — normall

High Within 7-14 days .|u. v Senior Executive

within three months.
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Medium Within 1-3 months L 4 Managers
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ACT

Government

ACTIA Standard ACT Government Level Risk Matrix

(ACTIA

Non compliance with legislation,
regulation, policy or procedure (including
conflicts of interest), and the associated
consequences to operations

Compliance/Regulation

Non-compliance with policies, procedures &
guidelines and standard operating procedures
which are not legislated or regulated.

Numerous instances of non-compliance with work
policy and standard operating procedures which
are not legislated or regulated.

Non-compliance with work policy and standard
operating procedures which are regulated or
legislated.

Restriction of business operations by regulator due
to non-compliance with relevant guidelines and /
or significant non-compliance with policy and
procedures which threaten business delivery.

Operations shut down by regulator for failing to
comply with relevant guidelines / legislation and
/or significant non-compliance with internal
procedures which could result in failure to provide
business outcomes and service delivery.

Damage or adverse outcomes to items or

Cultural & Heritage -
& places of cultural or heritage value

Consists of, but is not limited to, repairable damage
or no impact to the heritage place or object

and/or

Unauthorised conduct to the heritage place or
object, including Aboriginal places and object. The
conduct has no or repairable impact.

Consists of, but is not limited to, repairable damage
to the heritage places or object and/or
Unauthorised conduct that diminishes the heritage
significance of the place or object, including
Aboriginal places and objects. The conduct has
minor repairable adverse heritage impact.

Consists of, but not limited to, repairable or
irreparable damage to the heritage place or object
and/or

Unauthorised conduct that diminishes the heritage
significance of the place or object, including
Aboriginal places and objects. The conduct may or
may not have an acceptable heritage impact.

Consists of, but not limited to, significant, or
irreparable damage, or total loss of the heritage
place or object and/or

Unauthorised conduct, including negligent conduct,
that diminishes the heritage significance of the
place or object, including Aboriginal places and
objects. The conduct has an unacceptable heritage
impact.

Consists of, but not limited to, permanent or
irreparable damage, or total loss of the heritage
place or object

and/or

Unauthorised conduct, including reckless conduct,
that diminishes the heritage significance of the
place or object, including Aboriginal places and
objects. The conduct has an unacceptable heritage
impact.

Financial losses from the project or entity
represented as either a percentage of the
project/entity budget or a dollar amount,
which ever is the greater

Financial

1% of Project / Entity Budget or <$5K

2.5% of Project / Entity Budget or <$50K

> 5% of Project / Entity Budget or <$500K

> 10% of Project / Entity Budget or <$5M

>25% of Project / Entity Budget or >$5M

Access to and security of information and
records that enable the conduct of
business and provision of services

Information & Records Management

A product or service which services up to 10% of
the workforce or impacts a small number of the
community in a minor way

and/or

System breach to business administration system
with no personal or classified information stored.

A product or service which services 10 - 30% of the
workforce or impacts a small number of the
community in a moderate way

and/or

System breach to business administration system
with some identifiable information but non-client
threatening (data access known).

A product or service which services 30-70% of the
workforce or impacts a moderate number of the

community in a moderate way and/or

System breach to business administration system
with some identifiable information but non-client
threatening (data access unknown).

A product or service which services greater than
70% of the workforce or impacts a small to
moderate number of the community in a major
way and/or

Systems breach to business administration system
with identifiable/classified information stored but
non-client welfare threatening.

A product or service which services 100% of the
workforce or impacts a moderate or substantial
number of the community in a major way and/or
total loss of confidence in data/record integrity
and/or

Systems breach to Government or business critical
systems with client and/or business welfare
threatened.

Adverse outcomes for the natural

Natural Environment q
environment

Environmental harm to an ecosystem and species
is limited to a localised area with rapid recovery
without effort.

Minimal environmental harm to an ecosystem and
species recognised at the local or regional level
and/or

Localised but minor instances of environmental
harm that can be reversed with minimal efforts.

Moderate environmental harm to an ecosystem
and species recognised at the state level

and/or

Semi-permanent loss of environmental value and
risk of continuing environmental harm.

Major environmental harm to an ecosystem and
species recognised at the national level and/or
Loss or impairment to an ecosystem or species
recognised at the state or regional level

and/or

Difficulty recovering from environment damage
and stemming ongoing environmental harm.

Severe Damage and/or significant loss and/ or
impairment

and/or

Permanent destruction of an ecosystem or species
recognised at the local, regional, state or national
level

and/or

Permanent and widespread loss of environmental
value and progressive irrecoverable environmental
harm.

Direct physical and psychological injuries
to people (staff, contractors, customers)
arising from the risk occurring.

People Injuries
(physical & psychological) The impact to people arising from
Natural Disaster related events is covered
under the Emergency / Disaster
Management categories

No injury or treatment required.

Injury which:

sFequires treatment (not hospitalisation);

and/or

s@npacts capacity to work for a period of one week
or less;

and/or

multiple people sustain injury/ies not requiring
treatment.

Injury which:

sBequires hospitalisation; and/or

sinpacts on capacity to work for a period of
greater than one week;

and/or

multiple people sustain injury/ies which:

efequire treatment

sBmpact their capacity to work for a period of one
week or less.

Single injury which:

R life-threatening (including loss of limbs); and/or
ePesults in permanent disability; and /or

sEesults in permanent (partial or total) impact on
capacity to work;

and /or

multiple people sustain injury/ies which:

eEequire hospitalisation

eBnpact their capacity to work for greater than one
week.

Death

and/or

multiple injury/ies which result in:

ef@ermanent impact on capacity to work; and/or
e@ermanent disability.

Observable measures of how the risk
may impact the reputation or image of
the ACT Government

Reputation & Image

Internal review and/or minor dissatisfaction across
a small number of demographic groups or
stakeholders.

Scrutiny required by internal committees or
internal audit to prevent escalation and/or
moderate dissatisfaction across a small number
demographic groups or several stakeholders.

Local media scrutiny (1 week) and/or scrutiny
required by external committees or ACT Auditor
General’s Office, or inquest, etc and/or
dissatisfaction across a few demographic groups or
multiple stakeholders.

Intense public, political and national media scrutiny
(1 week) and/or Minister / Chief Minister
involvement and/or dissatisfaction across a large
range of demographic groups and stakeholders.

Adverse finding from Assembly inquiry or
Commission of inquiry or sustained adverse
international media and/or loss of public
confidence in Government or Public Service forcing
changes to the machinery of Government.

Measures of the social impact to the ACT
arising from emergencies (eg bushfire,
flood, storm damage etc)

Emergency / Disaster Management
(social impact)

The community’s social connectedness is disrupted,
such that the reprioritisation and / or reallocation
of existing resources is required to return the
community to functioning effectively, with no
permanent dispersal.

The community’s social connectedness is disrupted,
such that community requires some external
resources to return the community to functioning
effectively, with no permanent dispersal.

The community’s social connectedness is disrupted,
such that community requires significant external
resources to return the community to functioning
effectively, with some permanent dispersal.

The community’s social connectedness is
significantly disrupted, such that extraordinary
external resources are required to return the
community to functioning effectively, with
significant permanent dispersal.

The community’s social connectedness is
irreparably disrupted, such that the community
ceases to function effectively, breaks down and
disperses in its entirety.

Outcomes on the community or people
of the ACT arising from emergencies (eg
bushfire, flood, storm damage etc).

Emergency / Disaster Management
(community / people impact)

Minor injuries to 10 or less people.

Less than 4 serious injuries, or more than 10 minor
injuries directly from the emergency.

Less than 4 deaths or critical injuries with long-term
or permanent incapacitation, directly from the
emergency, or more than 4 serious injuries.

4 — 40 deaths or critical injuries with long-term or
permanent incapacitation, directly from the
emergency, or more than 40 serious injuries.

More than 40 deaths or critical injuries with long-
term or permanent incapacitation, directly from
the emergency.
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ACT Government Strategic Risk Register Instructions

Sheet 1: The Context
Identifying the context sets the scene for how the risk assessment will proceed, what risks will be considered, how they will be rated and what actions and decisions will follow from the process to manage
and reduce the risks identified.

Topic of the Risk Assessment
This field allows free text to be entered to identity the topic of the risk assessment to be carried out. Is the risk assessment a business unit or department risk assessment? Alternatively, is the risk assessment
for the entity as a whole?

Details
Provide a summary of the activity including strategic objectives and priorities within the business unit, department or entity as a whole. What do we hope to achieve through the management of risk, keeping
in mind the end result. This may include defining responsibilities and scope for the risk assessment process (what is included and excluded). This may also include defining the risk appetite and tolerance
levels for the particular strategic risk assessment.

Owner

Complete as per the titles.
It is important to save the original risk assessment and to save a different version for each review period. The risk assessment may be updated as risk controls/treatments are reviewed/monitored or as new
risks are identified. Appropriate record keeping and audit trails are integral to ensuring risks are managed effectively.
Sheet Two: Risk Register
Risk Reference Number
Provide a reference number for the risk. The easiest and most effective numbering system is 1,2,3,4,5 etc.
Risk Category
There is a drop down box to select the appropriate category of risk to which the risk identified relates. Categorising risk often helps ensure that we identify all relevant risks.
Please note, the risk categories provided should be considered where possible to categories risk, however there is the option to amend or add your own risk categories as appropriate in the Control Panel
sheet. Please refer to the Control Panel for further instructions.
Risk Description
A description of the risk, what can happen?
Language is important. Legislation is not in itself a risk — the risk is better defined as “breach of legislation.” Likewise a building is not a risk: risks relating to a building may be: “damage to building,” “failure
of building integrity / collapse of building” etc.
Examples of appropriate language include:
Failure of
Failure to
Breach of
Damage to
Loss of
Exceeding (authority, delegations, contract price etc.)
Link to Strategic Objective
This is a free text field. This field allows to enter the strategic objectives directly related to a particular risk. Identifying this link helps to understand the management of risks directly associated with the
achievement of strategic objectives.
Key Risk Indicators (KRIs)
This is a free text field. KRIs are leading and lagging indicators which gives an early warning sign of a risk eventuating.
Further guidance is provided within the ACT Government Risk Management Policy 2019 Implementation Guide (the 'Guide') located in the ACTIA website.
Some examples:
% of BCPs tested in the last 12 months
% Compliance in regulatory and legislative requirements
Link to Internal Audit Reports and Recommendations
This is a free text field. You may wish to include the links to particular Audit reports or recommendations (if applicable) in relation to the risks identified. Factoring in these recommendations will assist with
formulating effective controls and treatments related to the risks.

Source
This is a free text field which identifies the driver to the risk. How the risk comes about or what causes the risk?
This is the result of if what can happen does happen. Essentially this is the consequence of the risk. If there is no consequence then what has been described is not a risk.
It is important to remember that the consequence described should be the consequence in its most normal form and not the extreme form. For example the consequence of a paper cut in its most likely
form is injury/small cut not requiring first aid treatment. The consequence in its most extreme form would be injury/small cut, resulting in infection and blood poisoning resulting in death. Using the extreme
form of the consequence does not add value to the process as all risks would end up in the “extreme” and “high” levels of risk which would make it difficult to prioritise risk treatment plans and further action
where required.

Risk Owner

This is a free text field. The risk owner should be a ‘role’ or ‘function’ responsible for managing the risk. Ideally this should be someone who understand the risk from a day to day operational perspective.
Names of people should be avoided, to ensure that the risk ownership remains regardless of whom is in that role.

Risk Controls Currently in Place
This is a free text field which allows you to summarise all the things that we are already doing to manage the risk.
This may include, policies, procedures or practices, legislation or regulatory requirements, Acts, approvals, checks and verifications etc.

Risk Rating (‘Inherent Risk Rating’)
The risk is rated taking into consideration the current controls that are already in place to modify and manage the risk. The ACTIA Risk Matrix (‘Matrix’) should be referred to in rating the risks. The Matrix was
developed in collaboration with ACT Government stakeholders, therefore it is recommended that the Matrix is used to rate risks, where possible.

Consequence
This is a drop down field. Consequence of a risk needs to be rated based on the impact of the event happening on a scale of 1-5 as shown below, taking into consideration the current controls which exist. In
rating the consequence, it is important that the rating is looked at in its most ‘likely form’. The most likely form of the consequence of a risk is defined as the consequence in the normal course of business.

Each identified consequence will fall within a consequence category as illustrated within the Matrix. The impact is further described under each of the consequence categories across the 1-5 scale within the
Matrix.
Where there are multiple consequences that exists for one risk, the consequence with the highest impact is selected to rate the risk.
A rating between 1-5 needs to be selected for the highest consequence identified.
1- Insignificant
2 —Minor
3 — Moderate
4 — Major
5 - Catastrophic
The consequence categories may be adjusted where appropriate to better reflect a certain project or program.
The important thing to remember is that at one end of the scale an insignificant consequence will have a limited impact on achieving your objectives and at the other end of the spectrum a catastrophic
consequence may mean that you will not achieve your objectives at all.
Likelihood
This is a drop down field. Now that the consequence has been defined and measured, the next question to be answered in the risk register is: What is the likelihood of the consequence?
The likelihood rating needs to be entered on a scale of 1-5. The criteria for each scale are contained within the Matrix.
1-Rare
2 — Unlikely
3 —Possible
4 — Likely
5 — Almost certain
Level of Risk (Inherent Risk Rating)
This field will be automatically populated. The Inherent Risk Rating is the level of risk taking into account the current controls in place.
The risk register automatically populates this field using the consequence and likelihood ratings entered. For example a ‘Moderate’ risk with a likelihood rating of ‘Possible’ will produce a level of risk of
Medium. This is also evident from the Matrix, by the coloured risk levels shown against each consequence and likelihood scale.
Control Effectiveness Rating
This rating is used to understand the effectiveness of current controls in managing the risk identified. This is a drop down field where the rating can be measured as ‘Adequate’, ‘Room For Improvement’, or
‘Inadequate’. The definition of each effectiveness rating is explained in the Matrix.
It is important to note that when selecting a rating, the rating is based on a quantitative assessment where appropriate rather than a qualitative assessment.
The ACT Government Risk Management Policy 2019 Implementation Guide (the 'Guide') recommends all risks rated ‘High’ or ‘Extreme’ or where the Control Effectiveness rating is ‘Inadequate’ or has ‘Room
for Improvement’ to develop and implement treatments (new controls) in order to reduce the level of risk to an acceptable level.
Further Treatments
This is a drop down field to select ‘Yes’ or ‘No’ to further treatments based on the results from the previous step.
Comments
This is a free text field. Where the Inherent Risk Rating is ‘High” or ‘Extreme’ and the Control Effectiveness rating is ‘Inadequate’ or ‘Room for Improvement’, AND further treatments will not be developed and
implemented, this field allows to enter comments around the reasons for not implementing treatments (new controls).
This may be due to resource constraints, all applicable treatments have been identified and therefore the current level of risk needs to be accepted, or the current level of risk is within the risk appetite of the
entity, project or program.
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Sheet Three: Treatments
The Guide recommends all risks rated ‘High’ or ‘Extreme’ or where the Control Effectiveness rating is ‘Inadequate’ or has ‘Room for Improvement’ to develop and implement treatments (new controls) in
order to reduce the level of risk to an acceptable level.
The risks that require further treatments (new controls) as identified within the Risk Register sheet are highlighted in ‘red’ in column ‘I’.
This page shows the information entered in the Risk Register sheet. This information is locked and cannot be amended within the Treatments sheet. The data is repeated for the purpose of transparency of
the current controls in identifying the treatments (new controls).
It's important to note, that when the risk register is reviewed for currency according to the review timeframes, treatments (new controls) may become a current control (if implemented and active) and
therefore should be amended as such in the revised version within the Risk Register sheet. It may also be applicable to remove a current control because it no longer contributes to the management of that
risk.
New Controls to Improve Rating
This is a free text field. Treatments (new controls) are entered within column J’.
Strategy/Implementation
This is a free text field. The Treatment Action Plan is entered here which describes the strategy and actions taken to implement the new controls in order to further reduce the risk rating.
Where required, the Treatment Action Plan can be documented in more detail using the ACTIA Treatment Action Plan template available in the ACTIA website.
Treatment Owner
This is a free text field. This should be a ‘role’ or ‘function’ responsible for managing the treatment of the risk. In some circumstances, the risk treatment owners maybe the same as the risk owner. Names of
people should be avoided, to ensure that the ownership for risk remains regardless of who is in that role.
Due Date
This is a free text field. The dates for completion of the treatment strategies should be entered here in the following format (MM-Year).
Risk Rating (Residual Risk Rating)
The risks are rated again using the consequence and likelihood criteria within the Matrix.
The risk rating steps illustrated in the Risk Register sheet, needs to be replicated in this section to rate the risks.
In rating the risks, it is important to note that the consequence and likelihood ratings should now take into consideration the treatments (new controls) identified within this section.
The Residual Risk rating is the level of risk that remains taking into account treatments or new controls.
Control Effectiveness Rating
This is a drop down field. This rating is used to understand the effectiveness of treatments (new controls) in managing the risks identified.
The Control Effectiveness rating steps illustrated in the Risk Register sheet, needs to be replicated in this section to rate the risks.
It is important to note that when selecting a rating, the rating is based on a quantitative assessment where appropriate rather than a qualitative assessment.

Sheet Four: Control Panel
This page presents different printing options of the assessed risks to assist with reporting and decision making. Each button when pressed allows to print preview and print the selected option.
As noted in the Risk Register sheet, this page also allows for amending or adding your own risk categories. A maximum of 22 categories are able to be added. However, it is recommended that the pre
populated categories are used where possible, as this represents a broad group of risk categories which is applicable across the ACT Government.
Risk Register and Treatments
Print the Context, Risk Register and Treatments sheets.
Selected Risks
All risks are sorted by consequence and likelihood. This option allows to print ‘Extreme’, ‘High’, ‘Medium’ and ‘Low’ risks.
Risk Statistics
This option breaks down and maps all risks by a number of different views, and graphically shows a comparison of ‘Residual’ vs ‘Inherent’ and ‘High” and ‘Extreme’ risks over 2 heat maps. An example is shown
on the page.
High Risks Analysis
This option provides the ‘Inherent’ and ‘Residual’ risk ratings for the ‘High’ and ‘Extreme’ risks and prints these along with the current controls and treatments (new controls).
Data Dump: To Excel
This option provides a data dump of the data entered in the Risk Register and the Treatments sheets to a new excel workbook.
The user is able to create specialised reporting as required using this raw data.
Data Dump: To Word
This option allows to print the data entered in the Risk Register and Treatments sheets in a ‘Word’ format for those that require this functionality. It is important to save the Mail Merge templates for the
relevant risk register in the same location as the risk register, for the ‘To Word’ functionality to work. Please contact the ACTIA Risk Managers for assistance with this if required.
Matrix
This option allows to print a copy of the ACT Government Risk Matrix.
Strategic Risk Categories
The Strategic Risk Categories populate the Risk Category drop-box in the risk register.
Up to 22 are allowed but not mandatory.
If you remove a Risk Category that is used to flag a risk in the risk register, that risk will not appear in the statistics report.
This is why you should finalise your Risk Categories before creating your risks.
You can always add to the list any time, if you need to, without affecting the statistics report.

Sheet Five: ACT Government Risk Matrix
This page is locked. The risk matrix sets the context as to how the ACT Government manages risk and is used to rate the risks in the risk register.

How to edit or navigate in a cell.
To navigate the cursor within a cell (1)
Hit <F2> and use the arrow keys to move the cursor

around within the cell.

To get a "line break" while editing a cell's text

Hit <Alt><Enter> Editing FILE HOME i
“ﬁ X, Cut
B3 Copy -

To navigate the cursor within a cell (2) Y o, pafte & wa:a‘ Do
When there is too much text to fit in the formula Paste
bar, click this button to open the formula bar up - y
to display all text. I ‘f j &
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Shortcut; <Ctrl><Shift><U> Paste Values
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! Other Paste Options
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Macros -
The Risk Register spreadsheet contains custom macros to make the buttons work.
The file must be saved as an ".xIsm" file in order to save these macros.
Also, if you are asked to confirm "allow macros to run", use the button to say yes.
Why? Unauthorised macros can sometimes contain viruses!
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