LEGISLATIVE ASSEMBLY

FOR THE AUSTRALIAN CAPITAL TERRITORY

JACS QToN No. 7

COMMITTEE SUPPORT

Standing Committee on Justice and Community Safety

Inquiry into Cashless Gaming in the ACT
ANSWER TO QUESTION TAKEN ON NOTICE

Asked by Mr Andrew Braddock on 27 March 2024: Dr Devin Bowles took on notice the following
question:

Reference: Hansard [uncorrected] proof transcript 27 March 2024, page 59.

In relation to:

MR BRADDOCK: Can | just put in one request for ACTCOSS for further information on those
examples of misuse of facial recognition technology in the US you mentioned, on notice?

ACTCOSS: The answer to the Member’s question is as follows:—

ACTCOSS maintains that the use of facial recognition technology in relation to electronic gaming

machines is unnecessary and, in the absence of a robust regulatory framework, the scope for misuse
and harm is considerable.

Appended to this document is a position paper from the Alliance from Gambling Reform, which
refers to international evidence that shows that facial recognition technology can be used to
increase customer losses and time spent using poker machines.

The use of facial recognition technology to surveil casino customers in the US and facilitate the
marketing and promotion of gambler has been widely documented.! There is an abundance of
industry trade papers and promotional materials for facial recognition technology that makes clear
the marketing and profit maximisation benefits such technology offers for casino and other gambling
venues. For example, in a 2020 article in the US based Global Gaming Business Magazine, facial
recognition technology is extolled for its potential to facilitate marketing and player incentives and
thereby maximise the volume and frequency of gambling by casino customers:?

! See, for example: Norris, S, (2019), And the Eye in the Sky Is Watching Us All-The Privacy Concerns of
Emerging Technological Advances in Casino Player Tracking, UNLV Gaming LJ, 9, 269; Gabel, JD, (2012), CSI Las
Vegas: Privacy, policing, and profiteering in casino structured intelligence. UNLV Gaming LJ, 3, 39;
https://stoppredatorygambling.org/wp-content/uploads/2012/12/How-Vegas-Security-Drives-Surveillance-
Tech-Everywhere.pdf

2 See also, Data robot: Maching Learning and Al in Casinos and Gaming (website).
https://www.datarobot.com/solutions/gaming/ ; Harriet Alexander “Maximise profits’: facial recognition tool




Gaming has entered the age of facial recognition and instant player identification. Properties
that utilize these technologies can enhance customer service and get a marketing edge on
competitors. Vendors offer cutting-edge products that either connect gamblers directly with
games or store funds for quick deployment. Other elements of the new facial recognition age
include player tracking, bonusing, management systems and ratings. On all fronts, vendors and
operators recognize the value of this new, opportunistic technology...

New opportunities are created by this type of data capture. It can make people feel special,
provide an individualized experience and keep them coming back.... Slot and table game
players experience more in-game reward opportunities, relevant marketing touchpoints and
potential service enhancements.
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used to target high rollers, Sydney Morning Herald, 3 Novermber 2022; Liu, M. T., Dong, S., & Zhu, M. (2021),
The application of digital technology in gambling industry, Asia Pacific Journal of Marketing and Logistics, 33(7),
1685-1705; Wesley Mission, (2023), Facial recognition technology: discussion paper.
https://www.wesleymission.org.au/wp-content/uploads/2023/03/Facial-Recognition-Technology Discussion-

Paper Wesley-Mission-Mar2023.pdf
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Executive summary

Facial Recognition Technology (FRT) is defined as a system which scans people’s faces by
identifying and measuring facial features which then matches a digital image or video frame
against a database of faces. In terms of its possible uses for the gambling industry, the
primary use is to alert staff of a person entering a venue or gambling area who may be
registered as an excluded person. An excluded person may be excluded on their own terms
due to harm associated with gambling, or a venue has excluded them for a variety of
reasons including potential harms being experienced or poor behaviour in a venue.

FRT is already widely used in the hospitality industry, as well as across numerous other
industries such as retail. It is being discussed in several jurisdictions as a possible gambling
harm reduction/prevention measure to assist in identifying people who have been excluded
from venues. Industry trade papers, however, freely discuss the use of FRT for enhancing
customer experiences. There is international evidence that shows that FRT can be used to
increase customer losses and time spent using poker machines which is a great cause

of concern.

Although the primary purpose of this technology appears to be justified, it is the secondary
purposes and capabilities of the technology that need to be regulated and until then, halted.
Many of these concerns relate to the capture and use of detailed personal information and
data that could be used to increase gambling and result in gambling harm. It is important to
note that the Alliance for Gambling Reform advocates for a mandated identity linked,
cashless gambling card with mandatory and default limits. If this system was in place, there
would be no need for FRT as each card is linked to one's identity and the exclusion register.

Recommendations

1. Facial recognition technology is banned in all hotels, clubs and casinos with poker
machines until detailed legislation regulating the use is formulated with the input of
harm reduction experts and those with lived experience of gambling harm.

2. Legislation must include:

a. Cameras are not allowed to be placed on individual electronic gambling
machines (EGMs)

b. Venues must not collect any data on any individual

c. Cameras must only be used to identify those who have been excluded

3. Implement a cashless, identity linked gambling card which will mitigate the need for
facial recognition technology to detect patrons who have been excluded.
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Introduction

The Alliance for Gambling Reform has been advocating for a moratorium on FRT use in
gambling (and alcohol) venues across Australia due to alarming warnings from human
rights experts that such technology violates privacy laws. The Australian Human Rights
Commission has also called for all jurisdictions to introduce legislation that regulates the
use of FRT and other biometric technology (recommendation 19) and until such legislation is
developed, there needs to be a moratorium on the use of such technology

(recommendation 20).

The Alliance firmly believes that there are more advanced technologies available that can
both prevent gambling harm and also identify people who are excluded from gambling. FRT
on the other hand, has the possibility of only achieving the latter. Further, there have been a
number of reports highlighting that FRT can be misused to ‘tailor customer service to
individual players such as understanding if customers like low or high levels of attention.

The current regulations for the requirements when using FRT are limited and venues using
the technology must only abide by federal and state laws that regulate privacy requirements
and use of CCTV footage (other than South Australia, there is more information on

this below).

There is an immediate need for regulations around FRT to halt further increasing gambling
harms in Australia.

Background

Facial recognition technology is currently being used in Australia and around the world.
Nationally, FRT is being used ad hoc and with little to no regulation except in South Australia.

South Australia introduced a gambling reform package in 2019 which made it a requirement
for all gambling rooms with over 30 poker machines in order to operate cash accepted
machines as opposed to coins only. The intention of the technology was to capture people
who had been excluded from gambling in a venue and ensure they do not gamble.

Data collected by a facial recognition system in SA must not be used for, or in connection
with, the following:

e Encouraging or providing incentives to a person to gamble

e Customer loyalty or reward programs

e Alottery

e Identifying a barred person in respect of premises other than the licensed premises
in relation to which the system is operating

e Any other purpose other than what is approved in accordance with these guidelines
unless specified approval has been given to the licensee by the Commissioner.
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People must also notify each person who is about to enter a gambling area that a record of
their facial image will be made by the approved FRT system.

Otherwise, the regulations around how the system operates in other jurisdictions is not clear.
For example in New South Wales, close to 100 clubs are already using FRT, as well as Star
Sydney Casino and Crown Perth and Melbourne also use the technology. Regulation and
enforcement around the technology is lacking.

FRT is not only being used to detect excluded patrons, it can also be used to pick out VIP
patrons in a crowd - it can be used for welcoming regular patrons back to a venue and letting
them know their favourite beverage is waiting for them at the bar at venues like Star Casino
in Sydney. Internationally, it is estimated that at the MGM Resort International in Macau, FRT
linked with data around customer behaviour has increased profits by $10-$15 million

per annum.

Key Issues

Privacy and data abuse

Venues are known to use FRT in combination with other digital tech for marketing (under the
guise of ‘enhanced customer experiences’) or under the cover of ‘security’ to monitor
customers and staff. Security use is legitimate but the data it generates must be very tightly
controlled and have a very short life-span. The gambling industry may then take advantage
of inadequate regulations that only address self and third party exclusion, in order to embed
FRT in other biometric technologies to develop an “intelligent ambience” to increase
gambling activities. This is not in the public interest and must be dealt with through
legislation immediately.

Risk of increasing harm

Legislation needs to carefully consider all possible ways information collected and stored
utilising FRT is used only to detect excluded patrons and in no way used to ‘enhance’
experiences of patrons. It is these risks that could lead to FRT actually causing more harm
by attracting patrons more often and for longer periods of time to venues rather than simply
monitoring excluded patrons.

Inefficiency of FRT technology

Importantly, FRT systems contain biases leading to false positives and false negatives. They
have been found to be most accurate with white adult men, and less accurate for people
with darker skin and for women.
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Need for intervention

It's also important to note that FRT action needs to be taken by staff to intervene if someone
who is excluded is picked up by the system. This needs a compassionate response from
staff as well as significant training of staff to respond in a constructive manner. There also
needs to be debriefing mechanisms in place for staff as these interventions can at times be
confrontational. Further, staff are often in a conflicted position as they are hired to assist a
business increase its profits which is at odds with preventing gambling harm. This is where
the cashless system which the Alliance advocates for would mitigate such potential issues
and effectively make FRT technology redundant.

Conclusion

While Facial Recognition Technology provides opportunities to prevent people who have
been excluded from gambling venues from entering, there are arguably risks associated with
its lack of regulation that could be exploited by the gambling industry and increase gambling
harm. Further, there are other technologies being developed (such as the identity linked
cashless gambling card linked to the exclusion register) that would render FRT redundant.
Such technology would mitigate the risks associated with FRT and indeed do more to
prevent harm to people who are experiencing varying levels of gambling harm, rather than
the significant harm that people often experience before excluding or being excluded.

The Alliance recommends an immediate ban on FRT in hotels, clubs and casinos with poker
machines until detailed legislation is implemented that protects people from unintended
consequences of the technology. Most importantly, more progressive technologies would
render FRT in gambling venues not required at all with the path various jurisdictions (like
Tasmania) are taking towards cashless gambling.
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