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1 Message from the Clerk

While risk is a ubiquitous feature of our everyday lives, it is possible to limit the downsides and
realise the benefits associated with risk by adopting a systematic approach.

As stewards of the democratic institution of parliament, the Office of the Legislative Assembly
confronts an array of risks, many of which are different to those that exist in private industry or
even in other parts of the public sector.

For the Office’s purposes, risk is defined as:

The effect of uncertainty on the Office’s capacity to effectively perform its
statutory and parliamentary functions and to support the ACT Legislative
Assembly, its committees and its members in fulfilling their democratic roles.

This policy is given effect by the Clerk’s Financial Instructions and draws on the international risk
management standard AS/NZS ISO 31000:2018 and the Territory’s risk management policy,
which was updated in 2021.

All staff in the Office have a role to play in managing risk and this policy sets out the processes,
systems and tools to do so effectively. Staff will often have important insights about the risks
associated with the services or programs that they deliver or the functions that they perform.
What can go wrong? What would happen if it did go wrong? How can we stop it from going
wrong or lessen the effects? It is important that the Office is able to draw on these insights in
managing risk at the whole-of-organisation level.

As leaders and managers, branch heads and section heads have particular responsibilities for
identifying, assessing, and treating the Office’s risks. Whether in planning for, and delivering on,
significant projects, making key decisions, or simply undertaking day-to-day functions and
delivering services, risk management has the capacity to reduce uncertainty in the work we
perform and to provide a sound basis for decision making.

Staff are able to discuss risk management issues—such as when a risk assessment might be
required—with your relevant supervisor/branch head/section head in the first instance. The
Senior Director, Office of the Clerk, is also available to provide guidance on undertaking
assessments.

| ask that all staff read the policy and associated procedures and to familiarise themselves with
the Office’s requirements in this important area.

Tom Duncan
Clerk
Office of the Legislative Assembly

December 2022
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Internal context

The organisation

2.1

2.2

2.3

The Office of the Legislative Assembly (the Office) is unique among agencies in the ACT
public sector. Its sole remit is to support the operations of the legislative branch of
government in the Territory and, accordingly, its governance arrangements and strategic
outlook differ in key respects.

The Office has a comparatively small staff —approximately 53.2 FTE (as at 30 June 2022)
and receives an annual appropriation of approximately $20.8m (as at 30 June 2022). Staff
of the Office are employed under the Public Sector Management Act 1996 but are not
subject to the direction of government ministers or the ACT Executive.

While this policy does not apply to MLAs or their staff, it nonetheless contains guidance
that may be useful to MLAs in effectively managing risks. Similarly, there are resources
available through the ACT Insurance Authority that may be useful.

Functions of the Office

2.4

2.5

2.6

The Office’s goals and objectives are underpinned by its statutory function which is
provided for in the Legislative Assembly (Office of the Legislative Assembly) Act 2012 (the
OLA Act).

Pursuant to s 6 of the OLA Act, it is the function of the Office to provide impartial advice
and support to the Legislative Assembly, its committees and members of the Assembly,
including by—

providing advice on parliamentary practice and procedure and the functions of the
Assembly and committees;

reporting proceedings of the Assembly and meetings of committees;

maintaining an official record of proceedings of the Assembly;

providing library and information facilities and services for members;

providing staff to enable the Assembly and committees to operate efficiently;
providing business support functions, including administering the entitlements of
members who are not part of the Executive;

maintaining the Assembly precincts; and

providing public education about the functions of the Assembly and committees.

Some of the Office’s functions and services are provided exclusively to support
non-executive members and their staff (for example, payroll and HR services), while
others are provided to support both executive and non-executive MLAs and their staff (for
example, provision of procedural advice and building security).
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Structure
2.7 The Office is organised into the following three branches:

The Office of the Clerk is headed by a senior director reporting to the Clerk and
consists of governance, education and public affairs functions. The Clerk also has an
Executive Officer within the Office of the Clerk responsible for the provision of a
range of governance, advisory and support functions.

The Parliamentary Support Branch is headed by the Deputy Clerk and Serjeant-at-
Arms reporting to the Clerk and consists of chamber support: committee support;
Hansard; and Assembly Library functions.

The Business Support Branch is headed by an Executive Manager reporting to the
Clerk and consists of finance; HR, payroll and entitlements; information and digital
services; and security and facilities functions.

2.8 The Office’s Executive Management Committee advises the Clerk in relation to a range of
governance matters, including risk management, financial management, strategic
direction, compliance, and policies and procedures. It is composed of:

the Clerk;

the Deputy Clerk;

the Executive Manager;

the Senior Director, Office of the Clerk

the Senior Director, Committee Support; and
the Chief Finance Officer.!

1 The Clerk’s Executive Officer is the Secretary of the EMC.
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External context

Territory governance

3.1

3.2

Under the Australian Capital Territory (Self-Government) Act 1988 (Cth), the Legislative
Assembly is responsible for making laws for ‘the peace, order and good government of
the Territory’.

In addition to considering and passing laws, the Legislative Assembly also performs key
democratic functions in relation to representing the views and aspirations of over 425,000
ACT residents (as at 2020) and holding the ACT Executive and its public service to account.

Accountabilities

3.3

3.4

3.5

The Office is not accountable for its performance to the ACT Executive but to the
Assembly as a whole through the Speaker. Through its annual report and briefings to the
Speaker, the Office reports on its risk management arrangements.

The Office recognises that the ACT Insurance Authority (ACTIA) has a particular role in
understanding the risk profile of the Territory as a whole and the Office will liaise with the
Authority to ensure that any risk information that might have a bearing on the Territory’s
insurance arrangements, and ACTIA's larger risk management responsibilities, are
properly considered.

The Office also provides the Auditor-General with all relevant risk assessments and
planning documentation on an annual basis.

Institutional separation

3.6

In supporting the work of the Assembly, the Office operates in a complex environment
with a range of institutional features which are not present in other public sector
agencies. The doctrine of the separation of powers whereby the legislative branch is
independent of the executive and judicial branches has special significance for the Office,
which has to maintain—and be seen to maintain—its independence, particularly in its
interactions with executive government.

Intersections with other parts of government

3.7

3.8

There are a number of areas of risk which, if left unmanaged by the Office, have the
potential to produce flow-on effects felt by other parts of Territory administration. There
may be occasions where the risks confronting the Territory require examination and
coordination across the ACT public sector, and the Office will participate in such efforts as
appropriate.

Set out below are a number of other areas of public administration that intersect with the
Office’s functions and for which consideration needs to be given in the Office’s risk
management arrangements.
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ACT Health and the Public Sector Management Group in the Chief Minister Treasury
and Economic Development Directorate (CMTEDD) in relation to public health
responses to effectively manage risks arising from the COVID-19 pandemic.
Parliamentary Counsel’s Office in relation to timely legislative processing
arrangements.

ACTIA’s whole-of-Territory risk management responsibilities (particularly in relation
to insurance).

Cultural Facilities Corporation’s management of the Canberra Theatre (immediately
adjacent to the Assembly) and precincts management issues that emerge
periodically (the Office has also entered into alternative venue arrangements with
the Corporation as part its business continuity planning).

Elections ACT with respect to the roles performed by the Clerk and the Electoral
Commissioner under the Self-Government Act and the Electoral Act 1992.

Cabinet Office in relation to legislative processing and embargo arrangements.
Government agencies responsible for the design, development and construction of a
new ACT Government office building and potential impacts on the Office’s
management of Assembly precincts.

ACT Policing in relation to interactions around physical security within the Assembly
precincts (see the Legislative Assembly Precincts Act 2001) and members’ physical

security and the potential execution of search warrants within the precincts.

The ACT Integrity Commission in relation to the exercise of its powers where
parliamentary privilege may be engaged (see Assembly’s continuing resolution 4A).
Digital, Data and Technology Solutions (DDTS) in relation to the provision of
information and communications technology to the Assembly, including network
and desktop infrastructure, internet access, business applications that are included
as part of the whole-of-government standard operating environment, and associated
ICT security and business continuity arrangements.

Treasury in relation to funding arrangements for the Office of the Legislative
Assembly.

Territory Property Group in relation to the Office’s rented premises in the North
Building.

The Speaker in the exercise of relevant statutory powers and functions in relation to
Officers of the Legislative Assembly (currently the Auditor-General, the Ombudsman,
Electoral Commissioners, and the Integrity Commissioner).

COVID-19

3.9 Since the start of the global COVID-19 pandemic, which began to emerge in early 2020 (in
the Ninth Assembly), two overarching risks have confronted the Assembly:

1. Risk of exposure/transmission of COVID to occupants of the precincts (MLAs,
staff/contractors, visitors, and others) and the associated downstream health and
safety impacts of the pandemic more generally.
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3.10

3.11

3.12

3.13

3.14

3.15

2. Risk of disruption to the work of the Assembly—i.e. sub-optimal performance of
functions performed by the Assembly/committees/MLAs due to the wider social,
economic, epidemiological, and legal effects associated with the pandemic.

From March 2020 onwards, a range of planning work was undertaken and considered by
the Speaker, the Standing Committee on Administration and Procedure, the Assembly’s
Health and Safety Committee (HSC), and the Office to address these risks.

That planning proceeded on the basis? that all MLAs and the Clerk are ‘persons
conducting a business or undertaking’ (PCBUs) under the Work Health and Safety Act
2011 (WHS Act). Each having a primary duty to ensure a safe and healthy workplace and
to assess, eliminate, and minimise relevant WHS risks.

Those in the Assembly with management responsibilities (such as OLA
managers/supervisors and senior staff in members’ offices) also have duties to effectively
manage WHS risks. A useful summary of the relevant duties is available on the Safe Work
Australia website.

The key source of WHS risks confronting the Assembly, its members and staff is the
prevailing public health environment, including, but not limited to:

Prevalence of the virus in the community (affects general likelihood of transmission
at a population level) and, accordingly, within the Assembly precincts.
Severity/virulence of the most prevalent types and sub-types of the virus in the
community/morbidity and mortality rates (affects both the likelihood and impacts of
transmission).

Presence of persons with particular vulnerabilities vis-a-vis Covid-19 (affects impacts
of transmission at an individual level).

Immunisation rates (affects likelihood and consequences at the general population
level).

Where the drivers of WHS risks change—including those associated with COVID—PCBUs
need to be ready to adjust internal controls in order to ensure the health and safety of
workers. This means eliminating or minimising relevant risks.

The Office’s branch heads and section heads also need to be alive to the particular risks
that might be present in the tasks and activities performed by them and their staff, to
assess them and to put in place strategies to ensure that that are managed effectively.

2 Following the receipt of legal advice from the Government Solicitor’s Office.
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4 Responsibilities and accountabilities

4.1 The Clerk has overall responsibility for the effective management of all risks related to the
performance of the Office’s statutory functions and those matters that arise under the
relevant standing orders and continuing resolutions of the Assembly.3

4.2 To agreater or lesser extent, each staff member of the Office is a ‘risk manager’,

responsible for identifying, assessing and treating risks that arise as part of their day-to-
day work.

4.3  General risk management responsibilities arise in relation to:

Workplace health and safety risks

Significant projects or initiatives

Managing compliance risks associated with relevant legislation, standing orders,
policies, guidelines and standards

Ensuring business continuity of relevant functions/operations

Financial management

Fraud and corruption

Recruitment, contract management and procurement

4.4 In addition, section managers, branch managers and various internal committees of the
Office have particular responsibilities and accountabilities in this area of governance.
These are set out below.

Executive Management Committee (EMC)
4.5 The EMC's risk management responsibilities are set out as follows.

Annually reviewing and approving the Office’s strategic risk register (see paragraphs
4.6-4.9 below), including making decisions about risk tolerance/risk appetite (i.e. the
extent to which the Office is prepared to accept a degree of risk, following
treatment, in order to achieve its objectives).
Managing risks that potentially have a significant impact on other elements of
Territory governance for which the Office has a responsibility or an interest.
Maintaining an informed and risk aware workforce.
Making decisions about the Office’s assurance arrangements, including measures
that are adopted to facilitate:
periodic reporting, at all levels of the organisation, on the management of risk;
compliance with the law, applicable policy requirements, relevant standards,
and Assembly standing orders and resolutions;

3 Section 10 of the OLA Act provides that the Clerk is responsible for the management of the Office.

7|Page



development of robust internal controls and financial management practices.

Strategic risk register

4.6

4.7

4.8

4.9

The Office maintains a strategic risk register containing a record of the high-level risks,
internal controls and additional treatments associated with the Office’s statutory
functions and obligations. The register is reviewed at least annually.

Branch heads and section heads are responsible for working with the Senior Director,
Office of the Clerk, to identify new risks, report back on implementation of treatments
from the previous period, consider risk assessments and new treatments.

The EMC formally considers the draft risk register and will examine any assumptions
contained within the analysis and will review the adequacy of existing controls and
proposed treatments.

The Senior Director, Office of the Clerk, is responsible for coordinating the annual
review of the strategic risk register and its consideration by EMC.

Branch heads

4.10 Branch heads typically ‘own’ the risks that arise in relation to the functions and services

4.11

4.12

carried out by their respective branches. The Office’s branch heads are:

Deputy Clerk and Serjeant-at-Arms
Executive Manager, Business Support
Senior Director, Office of the Clerk

Ownership of a risk in a certain domain means being accountable to the Clerk for ensuring
that the risk has been appropriately identified, assessed and treated and that the internal
control environment is managed in such a way that the exposure to the risk remains
within an acceptable tolerance. Branch heads are responsible for:

ensuring that all consequential decisions and significant projects are adequately
informed by risk analysis (and documenting that analysis);

ensuring that section heads and staff under their direction appropriately identify,
assess, treat and monitor risks associated with the services and functions for which
they have carriage; and

contributing to the development of the Office’s strategic risk register and ensuring
that agreed treatments are implemented within designated timeframes.

Each year, branch heads are required to provide written assurances to the Clerk that they
have attended to their risk management responsibilities appropriately. Branch heads may
seek their own assurances from section heads and other staff about the appropriate
management of risks within their areas of responsibility.
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4.13

Appendix A summarises the specific functions and services that fall within each branch
head’s area of responsibility.

Section heads

4.14 The Office’s section heads are:

4.15

4.16

4.17

Senior Director, Committee Support
Chief Finance Officer

Director, Information and Digital Services
Clerk Assistant

Manager, HR and Entitlements

Manager, Security and Building Services
Editor of Debates

Manager, Education and Engagement
Assembly Librarian

Under the direction of their respective branch heads, section heads are responsible for
identifying, assessing, treating, and monitoring risks associated with the functions and
services for which they have day-to-day carriage and for any specific risks or risk
treatments allocated to them by the relevant branch head.

Typically, this will occur through the annual review of the strategic risk register but, on
occasion, the development of risk assessments and treatments will be required to address
specific challenges. For instance, where there are key projects, initiatives or changes
proposed to the way that services or functions are performed, section heads will need to
prepare appropriate risk assessments.

Appendix A summarises the specific functions and services that fall within each section
head’s area of responsibility.

Staff of the Office

4.18

4.19

4.20

Under the direction of section heads, staff are responsible for understanding the basic
principles of risk management and for applying these in their day-to-day work.

Where significant risks are identified, it is important that staff discuss these with their
manager and, where applicable, assist in the development and implementation of
treatments to bring a risk into an acceptable level of tolerance.

Staff will often identify risks that others may not be aware of and it is important that
staff feel empowered to raise these risks with their supervisor, section head or branch
head and to assist in developing treatments and monitoring controls.
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Audit and risk committee

4.21

4.22

4.23

The Office’s audit and risk committee is responsible for providing an additional level of
assurance to the Clerk that the organisation’s risk management policy and associated
arrangements are operating effectively.

The audit committee reviews the strategic risk register and this policy to ensure that they
are fit-for-purpose.

The committee considers the Office’s strategic risk register and associated treatment
plans to help inform the development of its forward audit program. Where a given risk is
heavily reliant on a properly functioning internal control environment to bring it within an
acceptable range of tolerance, audit activity can be useful in validating the effectiveness
of controls and helping to determine whether additional treatment might be required.

Health and Safety Committee

4.24

4.25

4.26

The Assembly’s Health and Safety Committee (HSC) consists of staff and PCBU
representatives from the Office, government, opposition and crossbenches, and a union
representative. It is established pursuant to Div 5.4 of the Work Health and Safety Act
2011 (WHS Act).

Under s 77 of the WHS Act, the functions of a health and safety committee are—

to facilitate cooperation between the person conducting a business or undertaking
and workers in instigating, developing and carrying out measures designed to ensure
the workers’ health and safety at work;

to assist in developing standards, rules and procedures relating to health and safety
that are to be followed or complied with at the workplace; and

any other functions prescribed by regulation or agreed between the person
conducting the business or undertaking and the committee.

Given the Assembly precincts are a shared workplace with a number of different PCBUs
(Clerk, MLAs) and others with duties under the WHS Act, the HSC has proven to be a
critical means by which WHS risks associated with the COVID pandemic have been
managed.

Contained with the Assembly’s COVID Safe Plan is a series of detailed risk assessments,
record of internal controls and proposed treatments directed towards eliminating or
minimising WHS risks. As drivers of risk (such as increased community transmission, more
virulent strains of the virus, and increased morbidity and mortality rates) change, internal
controls (in line with the hierarchy of controls) need to be adapted.
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Hierarchy of controls under the WHS Act

4.27 Under s 36 of the WHS Regulation, duty holders (including MLAs and the Clerk) must (if
elimination of a WHS risk is not reasonably practicable) minimise risks by doing one or
more of the following:

«  substituting (wholly or partly) the hazard giving rise to the risk with something that
gives rise to a lesser risk;

.  isolating the hazard from any person exposed to it;

. implementing engineering controls.

4.28 If arisk then remains, the duty holder must minimise the remaining risk, so far as is
reasonably practicable, by implementing administrative controls. If a risk then remains,
the duty holder must minimise the remaining risk, so far as is reasonably practicable, by
ensuring the provision and use of suitable personal protective equipment.

4.29 These provisions are in line with the ‘hierarchy of controls’, which articulates a framework
for developing and implementing measures that will most effectively reduce WHS risks
encountered by workers. Elimination through isolating COVID-19 positive persons from
the precincts remains the most effective control for reducing WHS risks. Additional
controls implemented within the precincts include engineering controls (e.g. increased
ventilation, installation of partitions), substitution (e.g. flexible work/HBW),
administrative changes (e.g. room limits) and the provision/use of PPE.

Table 1: Hierarchy of controls as applied to COVID-194 (Source: Frontiers in
Public Health)

Most

Effective +Stay-at-Home Orders
+Isolation / Quarantine

*Remote Work / Distance-Learning
+Outdoor Activities

Engineeri nQ -Barriers / Partitions
Controls -Ventilation / Filtration

== : *Restricting Indoor Shopping / Dining
Ad'gg:,:gglastwe *Reduced Indoor Density
+Mask Mandates

*Respirators / Medical Face Masks

Least -Face Shields

Effective

4 Source: Frontiers in Public Health
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WHS risk register

The WHS committee develops and maintains a standalone WHS risk register that includes risk
analysis and treatments relevant to health and safety in the Assembly precincts and the working
environment more generally.

The Manager, HR and Entitlements, (Secretary of the WHS Committee) is responsible for
coordinating the maintenance of the register (including undertaking ‘first pass’ assessments)
and arranging for its consideration by the HSC at least annually.

Protective Security

4.30 Protective security encompasses the full range of policies, procedures, internal controls,
systems, human resources and physical measures that are directed towards protecting
from external or internal threats:

the physical safety of members, staff and visitors to the Assembly precincts;
Assembly infrastructure and assets;

the integrity and security of sensitive information held by the Assembly, its
committees, members, and staff relating to the proceedings of the Assembly and the
performance, by members, of their roles as elected representatives.

4.31 Physical security includes:

Security governance (GOVSEC)—the overarching governance architecture that
supports effective decision-making in relation to protective security threats and risks.
Personnel security (PERSEC)—the measures that are adopted to ensure the
suitability of staff who may be given access sensitive information or resources and to
protect against ‘insider threats’.

Information security (INFOSEC)—the measures that are adopted to protect the
integrity and security of sensitive information from unauthorised access,
modification, loss or release.

Physical security (PHYSSEC)—the measures that are adopted to prevent or mitigate
threats or attacks against people, information and physical assets. A physical security
program aims to deter, detect, delay, respond and recover from security threats.
Cyber security (CYBERSEC)—the measures that are adopted to protect the
Assembly’s online systems and networks from attack.

Protective Security Committee (PSC)

4.32 The Assembly’s PSC is chaired by the Office’s Executive Manager, Business Support and
includes the following members:

One staff member nominated by the Chief Minister
One staff member nominated by the Leader of the Opposition
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One staff member nominated by the ACT Greens
Senior Director, Office of the Clerk

Director, Information and Digital Services
Manager, Security and Building Services

One staff member nominated by the Speaker

4.33 In November 2022, the PSC agreed to terms of reference which included setting out the
responsibilities of the committee as follows:

Sharing information, fostering a positive security culture and ensuring that there is a
high level of situational awareness about protective security issues that arise in the
Assembly precincts.

Advising the Executive Management Committee of the Office of the Legislative
Assembly (and through the Office, the Speaker) on protective security issues as they
affect MLAs, their staff, and OLA staff.

Playing a key role in creating a positive authorising environment for the
development, resourcing, and implementation of effective protective security
measures.

Considering and reviewing the Office’s protective security risk register and the
implementation of associated treatments at least once each year.

Advising the Office on cohesive and coordinated approaches to protective security
within the Assembly precincts, including in relation to longer-term protective
security goals and objectives (including compliance with any whole-of-public sector
requirements relevant to the Assembly).

Protective security risk register

4.34 The PSC develops and maintains the Office’s protective security risk register containing
risk assessments and treatments in relation to the range of protective security matters
concerning the Office.

4.35 The Office’s Manager, Security, Building Services and the Director, Information and
Digital Services are responsible for coordinating the maintenance of the protective
security risk register (including undertaking ‘first pass’ assessments’) and arranging for
its consideration by the PSC at least annually.

Business continuity

4.36 The Office’s EMC, sitting as the Business Continuity and Incident Management Team
(BCIMT), is responsible for the development and maintenance of the Assembly’s business
continuity program.

13| Page



4.37 Business continuity risks associated with the Office’s critical functions are identified,
assessed and treated by section and branch heads and contemplated in the Office’s
strategic risk register, standalone risk assessments for particular projects undertaken by
relevant branch or section heads, and the Office’s business continuity program
documentation.

4.38 Particular strategies and risk treatments for ensuring business continuity are also included
in the Assembly’s COVID Safe Plan.

4.39 The Senior Director, Office of the Clerk, is responsible for coordinating periodic reviews
of the Office’s business continuity program.

Fraud and corruption

4.40 The Office has developed a fraud and corruption prevention framework along with a
fraud and corruption risk register which outlines the Office’s approach for dealing with
the prevention, detection, investigation and prosecution of fraud and corruption.

4.41 The framework takes into account the statutory requirements and responsibility arising
from the Integrity Commission Act 2018.

4.42 The Senior Director, Office of the Clerk, and the Chief Finance Officer are responsible for
the maintenance of the fraud and corruption risk register and its consideration by the
Office’s EMC at least once every two years.
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5 Assessing and treating risks

The risk management cycle

5.1 The Office has adopted a risk management cycle consistent with AS/NZS I1SO 31000:2018
and the ACT Government Risk Management Policy 2019.

Figure 1: Risk management cycle

Scope, Context, Criteria

Risk Assessment

N

I Risk Identification l
I Risk Analysis I
I Risk Evaluation '

Recording
and Reporting
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0.2 o 2
- £3
L= 5 o
=T 20
5 i
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G2 2
O

Documenting risk

5.2  As noted above, regular intervals for the risk assessment process have been established in
relation to:

o Strategic risk register

o WHSrrisk register

. Protective security risk register

o Fraud and corruption risk register

5.3  However, risks may be assessed (that is, identified, analysed and evaluated) at any time.
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5.4

5.5

While risks may become apparent during the normal course of business, risk assessment
is particularly important where a new process or function is established or where there is
a change in the operating conditions (for example, where there is a significant change in
economic or public health environment (e.g. COVID); changes to legislation; or a major
project commences).

Included at Appendix B is a template risk register (see Figure2), which can be used to
document the risk assessment and treatment process. Other templates are also available
from the ACTIA intranet site.

Figure 2: Risk register template

Appendix B: Basic risk assessment and treatment template
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responsible for the consequence of the 5| & 5[ managing any » share the risk ] é
overall management This is assessed on risk [ensure that the y S| 3 B| riskctreatments | & retain therisk A £
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2.5 Riskat nior Director, Office | 2.8 ity for | &£ Financialimpact | e fned price 3| 3 Reduced the likalinood 2nd consequance— 2|1
in project ' of the Clerk ‘goods, services an the Office’s bottom | contract
Lebour ispute line (5<520k) E Sesklogal aice ot ppropristacontracnzl
Reduction infhe I requiraments to daiiuer a firad prics contract.
Lack of fixed priced cope of the E g = Drzft contract with fixed price. i E
contract project b El H HE
Reputationsl damage 2 £ E Manager, Education and Engagement (dus to be < |8
HE: <completed by Juna 2021)
2
=
.5 Staff wipping, slipping | WHS committee. Use of ladders without | Injury Working from Heights | 2 | 3 3| 2
or falling at work proper safety palicy
precautions
Contractor protocals
Lack of working from
heights palicy (and Safety harnesses for £ & el |3
‘associated controls] ‘an-roaf warks 2 % 2 % £
£
Messy work areas Annuzl WHS hazard g = ; 2|38
audits nd follewing
Use of mobile devices tweatments

How to identify risks

5.6

5.7

A risk is simply a situation that, if it occurs, will impact on the objectives of the Office or
the operations of the Assembly. The purpose of risk identification is to recognise and
describe these situations.

Relevant and up-to-date information is important in identifying risks. In accordance with
AS/NZS ISO 31000:2018, the Office’s risk managers can use a range of techniques for
identifying uncertainties that may affect one or more objectives. The following factors,
and the relationship between these factors, should be considered:

Tangible and intangible sources of risk
Causes and events

Threats and opportunities

Vulnerabilities and capabilities

Changes in the external and internal context
Indicators of emerging risks

The nature and value of assets and resources
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«  Consequences and their impact on objectives

«  Limitations of knowledge and reliability of information

. Time-related factors

. Biases, assumptions and beliefs of those involved

5.8 In working through these considerations, once a risk is identified it is entered in the
relevant risk register under column 1 headed ‘The risk’ as shown in Figure 2.
5.9 The ‘owner’ of the risk, usually a branch head or internal management committee of the

Office (see paragraphs 4.10-4.11), is entered in column 2 as shown in Figure 2. The
relevant branch head or internal management committee is responsible for validating

assessments and approving any treatments.

Figure 2: Identifying ‘the risk’ and ‘risk owner’

3, Source f Hazard

5. Risk controls which
are currently in place

A description of the risk— Indicate the EMC How can it happen? What will be the outcome of | Indicate the measures "
what can happen? member or internal The drivers, effect if what can happen that currently exist to ]
management contributors to, or does happen? reduce either the )
committee that is source of the risk? likelihood or &r E’
responsible for the This is assessed on the basis | consequence of the 5 5
owverall management of the most likely form that risk [ensure that the o -; -
of the risk. the risk, if realised, will take. | controls are, in fact, = 3 [
in place — i.e. not just ;:'.l- E E "_é
planned for or don't ] b g o
Ve — | hn exist in practice). 3 5| ES
e.g. Risk of budgst overrun Senior Director, Office .g. Market volatility for | e.g. Financial impact on the e.g. fined price 3 3
in project ‘<’ of the Clerk oods, services Office’s battom line [$<520k) | contract
/ time [ materials contract | Meed to find additional
source of funding from
Inadequate specification | another internal budget.
[ statament of E
requirement Meed to seek extermal ﬁ
funding through budget =
Inadequate process.
arrangements | poor
methodology for Reduction in the scope of the
quantity survey project
Reputational damage

How to analyse and evaluate risks

5.10 Once a risk has been identified, it is necessary to develop a better understanding of the
nature of the risk and its characteristics by conducting a risk analysis.

5.11 Risk analysis involves a detailed consideration of uncertainties, risk sources,
consequences, likelihood, events, scenarios, controls and their effectiveness. An event

can have multiple causes and consequences and can affect multiple objectives.

5.12 Risk analysis can be undertaken with varying degrees of detail and complexity, depending
on the purpose of the analysis, the availability and reliability of information, and the
resources available. Analysis techniques can be qualitative, quantitative or a combination

of these, depending on the circumstances and intended use.

5.13 As part of a risk analysis, the following factors are typically considered:
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«  The likelihood of events and consequences
«  The nature and magnitude of consequences
«  Complexity and connectivity

«  Time-related factors and volatility

«  The effectiveness of existing controls

«  Sensitivity and confidence levels

5.14 Risk analysis may be influenced by divergent opinions, biases, idiosyncratic perceptions of
risk and individual judgements. Additional influences are the quality of the information
used, the assumptions and exclusions that are made, and limitations that might be
associated with the techniques that are used to perform the analysis. It is important that
risk managers are aware of such influences, that they are appropriately considered and
documented and that they are communicated to decision makers within the Office.

Determining the sources of a risk

5.15 In analysing the risk, consideration should be given to the various factors that drive the
risk.

5.16 That is, what are the contributors or sources of the risk? As an example, one of the
sources of the risk of a budget overrun in a particular project might be the presence of a
volatile market in a particular area of the economy, leading to a greater degree of
uncertainty about prices associated with the project (e.g. construction costs).

5.17 Potential sources of risk are to be included by risk managers in column 3 of the relevant
risk register as shown in Figure 3.

Figure 3: Source/s of the risk

3. Source f Hazard 5. Risk controls which
are currently in place

Indicate the EMC How can it happen? What will be the outcome of | Indicate the measures o w Indicate the
member or internal The drivers, effect if what can happen that currently exist to g E officer
management contributors to, or does happen? reduce either the [ | responsible for
committee that is source of the risk? likelihood or ar E E implementing
responsible for the This is assessed on the basis consequence of the 5 § 4| managing any
overall management of the most likely form that risk [ensure that the ] -; - E risk treatments
of the risk. the risk, if realised, will take. | controls are, in fact, H =z E —| &| thataretobe
in place — i.e. not just :'.; £ | § 2| 5| appied
planned for or don't 2 L o B E
f Sy exist in practice). 3 =| £ 2| 8
Senior Director, Office re.g. Market wolatility for N e.g. Financial impact on the e.g. fixed price 3 3
of the Clerk ' goods, services Office’s battom line (3<520k) | contract E
E
time | materials contract | fMeed to find additional £ %
source of funding from g E
Inadequate specification | =nather intermal budget. g z
/ statement of E i °
requirement Meed to seek extermnal ﬁ E|l 8
funding through budget = é E
Inadequate process. E 3
arrangements | poor 2 e
\ methodology for Reduction in the scope of the = 8
uantity survey project E
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Analysing impact / consequence

5.18 AS/NZS ISO 31000:2018 defines consequence as simply, ‘the outcome of an event
affecting objectives’. The standard also sets out that:

« anevent can lead to a range of consequences;

. a consequence can be certain or uncertain and can have positive or negative effects
on objectives;

. consequences can be expressed qualitatively or quantitatively; and

« initial consequence can escalate through ‘knock-on’ effects.

5.19 The first step in analysing consequence?® is to consider what will happen if the situation
described in the risk comes to pass. As an example, in considering the risk of a budget
overrun for a particular project, the consequences might include:

«  reduction in the scope of the project;

- reputational damage;

. various opportunity costs associated with the extra expenditure; and

. the emergence of a need to seek additional funding through the budget process or

to reallocate funding from another internal budget.

5.20 Asshown in Figure 4, the possible consequences or impacts of a given risk are included by
the risk manager in column 4 of the risk register template.

Figure 4: Identify consequences / impacts

5. Risk controls which:
are currently in place

8. Risk treatment
Actions to be taken, by whom, by when?

5 Consequence is always assessed first during the assessment process and is assessed on the basis of the most likely

form that a particular risk will take should it occur (not on the basis of worst- or best-case scenario).

What will be the outcome of Indicate the measures @ ) Indicate the Indicate additional risk treatments [be specific). o
effect if what can happen that curmently exist to "] 5 officer Indicate whether the treatment will: g
does happen? reduce either the % ", | responsible for = reduce the lkelihood of %
likelihood or a = 4| implementing/ * reduce the consequence &
This is assessed on the basis consequence of the E § .g managing any # share the risk E
of the miost likely form that risk (ensure that the ] 5 - E risk treatments * retain the risk a w5
the risk, if realised, will take. | controls are, in fact, H ] £ _| &g| thatare tobe S Eero e 5 g
in place — i.e. not just :'-.- = E 2| =| applied E- =
planned for or don't a | z@ E |5
exist in practice). 8 5 =1 8 3
E=X mancial impact on the N e.g. fixed price 3 3 Reduced the likelihood and consequence— 2 1
ice's bottom line ($<520k) ontract E
E
eed to find additional e I ®  Seeklegal advice about appropriste contractual
source of funding from % E requiremsents to deliver a fixed price contract.
another internal budget. g z - Draft contract with fixed price.
E 2
Need to seek external 3 B =
=ed to seek extena S
o =l -
funding through budget = .§ E Manzger, Education and Engzgement (due to be
process. 2 completed by June 2021)
El B
2| &
Reduction in the scope of the = E’
project g
\aputaticlnal
[ Working from Heights 2 3 E] 2
policy
Contractor protocols .
o
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Assessing consequence

5.21

5.22

5.23

5.24

5.25

Once a risk manager has considered the possible consequences of a risk, they must then
assess the combined effect of those impacts on the Office and/or the Assembly.
Assessing consequence is a matter of situating the impacts of the risk on a continuum. In
making a judgement a range of factors may come into play, including:

the adequacy of internal controls;

the consideration of information provided by staff familiar with the potential impacts
that a particular risk might have;

assessments about the criticality of particular functions; and

analysis of the operating environment during the assessment period.

In determining the extent of the impact, it is useful to refer to the risk matrix used by the
Office (see Appendix C), which sets out the following rating scale:

1—Insignificant impact
2—Mlinor impact
3—Moderate impact
4—Major impact
5—Catastrophic impact

The consequences of a risk may express themselves differently across different domains.
The risk matrix used by the Office contemplates the following five domains upon which
the impacts of a risk might be felt:

Financial impacts

Impacts on people
Compliance/regulatory impacts
Impacts on image and reputation
Impacts on service delivery

A risk may have impacts across one or more domains. When assessing the consequence of
a risk, the final rating should be determined on the basis of the totality of the impacts
across all domains. In determining a consequence rating, it is often useful for a risk
manager to discuss the various factors with their staff, their supervisor and others who
have some stake in managing the underlying risk.

Once a consequence rating is settled upon, it is entered into column 6 of the risk register
as shown at Figure 5.
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Figure 5: Assessing impact / consequence

5. Risk controls which 8. Risk treatment 9. Risk rating with
are currently in place Actions to be taken, by whom, by when? additional controls

Indicate the measures o wl Indicate the Indicate additional risk treatments |be specific). o
that currently exist to ] 5 officer Indicate whether the treatment wall: ]
reduce either the g | Tesponsible for * reduce the likelihood of ] E
likelihood or ar E’ E implementing, * reduce the consequence E E’ E
consequence of the E § .g managing any # share the risk E E £
risk [ensure that the y = = E risk treatments ® retain the risk ] = = %
controls are, in fact, g 7 | B | §| thataretobe » avoid the risk i 8| &
in place — i.2. not just % = E _E =| applied :'-I- = f_g E
planned for or don't T | 3sB E a | T | 2| 8§
exist in practice]. = | 8| § 8 3 & <
e.g. fixed price 3 3 Reduced the likelihood and consequence— 2 1
contract E
£
g g Seek legal advice about appropriste contractual
g % requiremeants to deliver a fixed price contract.

Assessing likelihood

5.26 Likelihood is defined in AS/NZS I1SO 31000:2018 as ‘the chance of something happening...
whether defined, measured or determined objectively or subjectively, qualitatively or
guantitatively, and described using general terms or mathematically (such as probability
or a frequency over a given period of time)’.

5.27 In assessing the likelihood of individual risks, the Office has adopted the following five-
point rating scale (see Appendix C):

) Rare (1 in 10,000-100,000)—May occur but only in exceptional circumstances
) Unlikely (1 in 1,000-10,000)—Could occur but doubtful
3) Possible (1in 100-1,000)—Might occur at some time in the future
) Likely (1 in 10-100)—Will probably occur
) Almost certain (>1 in 10)—Is expected on most circumstances

5.28 Risk managers use the rating scale as the basis for situating an individual risk on this
continuum. In making a judgement about where an individual risk event might sit, the
assessment should consider the adequacy of internal controls and any external factors
that might affect the probability of an event occurring.

5.29 Once a likelihood rating is settled upon, it is entered into the ‘Likelihood of consequence’
column as shown in Figure 6.
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Figure 6: Assessing likelihood

8. Risk treatment
Actions to be taken, by whom, by when?

9. Risk rating with

additional controls 10. Monitoring and revie

w Indicate the Indicate additional risk treatments |be specific). Indicate the status of tn
g §| officer Indicate whether the treatment will g implementation.
K T | responsible for | ® reduce the likelihood of ] 2
ﬁ g i| implementing/ | = reduce the consequence ﬁ @ E
5l & g managingany | e share the risk 5| 2| €
o = = = risk treatments #* petain the risk o] 5 = %
5 = 2 _ E that are to be * avoid the risk 5 ] &
= g | €| =| appliea 28| 8| %
1T R AL IR AN
S| it | E5[ 8 §|=|4&|°
3 E] Reduced the likelihood 2nd consequence— 2 1
[ ’ : =
& En *  Leeklegal advice about appropriste contractual
m - - e - . - . .
Overall risk
5.30 Overall risk is a function of the particular likelihood and consequence ratings that have

been ascribed to a risk during the assessment process. In accordance with the risk matrix

set out at Figure 7, risks may be rated as being:

. Low

. Medium
«  High
. Extreme.

Figure 7: Risk matrix

Consequence
Likelihood 1 - Insignificant 3 - Moderate 5 - Catastrophic
5 - Almost Medium
certain
4 - Likely Medium Medium
3 - Possible Low Medium Medium
2 - Unlikely Low Medium Medium
1- Rare Low Low Medium

5.31 Ascan be seen, a risk that has been rated as being highly consequential (e.g. Major) as
well as being highly probable (e.g. AlImost certain) will result in an overall risk that is rated
as being ‘Extreme’. Conversely, a risk rated as being lower end of both the consequence
and likelihood spectra will produce an overall risk rating that is either ‘low’ or ‘medium’.
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5.32 The overall risk rating of a given risk will determine how the Office sets about considering

management responses, the priority for attention and additional treatments.

Assessing control effectiveness

5.33 Control effectiveness refers to the degree to which the existing controls are adequate to

the task of bringing a given risk within a certain level of tolerance. Control effectiveness is
rated as being:

Adequate—the existing controls are operating in such a way that the Office is
prepared to accept the risk without additional treatments (for instance, where the
opportunity cost of additional treatments is not proportionate to the overall
reduction in risk).

Room for improvement—the existing controls are operating effectively but there
are still additional acceptable treatments that could be implemented to further
reduce the risk.

Inadequate—the existing controls are not operating effectively to bring the risk to
within an acceptable range of tolerance and new treatments are required.

5.34 Comparing the results of the risk analysis with the Office’s appetite or tolerance for risk

enables consideration as to where additional action might be required. This can lead to a
decision to:

Do nothing further

Consider risk treatment options

Undertake further analysis to better understand the risk
Maintain existing controls

Reconsider objectives

5.35 These decisions will hinge off the Office’s appetite for risk in a given context. For example,

5.36

where a critical system is being developed that affects the Office’s capacity to deliver on
its statutory functions, the Office may not have much appetite for the risk of degraded
reliability in that system, even if assuming that risk might result in enhanced functionality.
Conversely, where a project is directed towards a business re-engineering effort that is
not mission-critical, there may be a greater tolerance for the risk of degraded reliability in
the short-term as a trade-off in delivering improved services or innovating in a particular
domain.

Determining the appetite for risk in a given context is typically the responsibility of the
relevant branch manager/internal committee or the EMC and these judgements are
brought to bear through the review of risk assessments/risk registers.

Risk treatment—actions to be taken

5.37

It is not the intention of risk management to reduce all risks at any cost.
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5.38 Evaluation of potential treatments should take into consideration both the costs and the
benefits of each option. Treatments should generally be proportionate, in terms of the
time and the resources that are allocated, to the overall reduction in the likelihood and/or
consequence aspects of a particular risk.

5.39 Selecting the most appropriate risk treatment option involves balancing the costs and
efforts of implementation against the benefits derived, with regard to legal, regulatory,
and other requirements such as social responsibility and the protection of the natural
environment.

5.40 Risk treatment options might include:

«  Avoiding the risk by deciding not to start or continue with the activity that gives rise
to the risk

«  Taking or increasing the risk in order to pursue an opportunity

«  Removing the risk source

«  Changing the likelihood

o  Changing the consequences

- Sharing the risk (e.g. through contracting arrangements, buying insurance)

. Retaining the risk by informed decision

5.41 Where arisk is assessed as requiring further treatment to bring it within an acceptable
range of tolerance, the risk manager will include details of the particular treatments in the
column 8 of the template. The date by which the treatments are to be implemented and
the officer responsible for implementing them (the ‘treatment owner’) must also be
included. See Figure 8.

Figure 8: Risk treatment and treatment owner

8. Risk treatment 9. Risk rating with 10. Monitoring and review—status of
Actions to be taken, by whom, by when? additional controls [ risk treatment implementation

treatments applied

Indicate the Indicate additional risk treatments (be specific). ” Indicate the status of treatment
officer Indicate whether the treatment will: ] implementation.
responsible for | » reduce the likeliiood of z g
implementing, * raduce the consequence 2 E
managing any * share the risk E ]
risk treatments ® retain the risk o = P é
that are to ba * avoid the risk E 3 i .
applied =2 A = B

3 ] I E

£l 22|88

e 8|35 |8

"\ Reduced the likelihood and consequence— 2 1
:
I ®  Seeklegal advice about appropriste contractyl
% requirements to deliver a fixed price contract.
u-n; ®  Draft contract with fixed price. M -
5 &
g ) H E- =
E Manager, Education 2nd Engazement [due to be, = o 5
H completed by June 2021) <
i
E‘u
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Monitoring and reviewing risks
5.42 Itis important that there is accountability for the implementation of risk treatments.

5.43 Risk managers are to document progress towards the implementation of particular
treatments in the ‘Monitoring and review’ column as shown at Figure 9.

5.44 The frequency of updating risk treatment implementation will depend on the overall level
of the risk being treated. For instance, a high level risk involving people’s health and
safety would be reviewed frequently (e.g. weekly or monthly) to ensure that sufficient
progress is being made, whereas a lower level risk involving a non-critical business system
or process might only be reviewed annually.

Figure 9: Monitoring and review

8. Risk treatment 9. Risk rating with 10. Monitoring and review—status of
Actions to be taken, by whom, by when? additional controls [ risk treatment implementation

treatments applied

Indicate the Indicate additional risk treatments |be specific). w Indicate the status of treatment

officer Indicate whether the treatment will: ] implementation.

responsible for | = reduce the likelinood of g i

implementingf * reduce the consequence E =

managing any * share the risk E E

risk treatments ® retain the risk o 4 . %

that are to be * avoid the risk = g & =

applied gl 8| =| =
813|885
§|s3|&8[°

Reduced the likslihood and consequence— 2 1

®  Eeek legal advice about appropriste contractual
requirements to deliver a fixed price contract.
®  Draft contract with fized price.

Lowwr
Adequate
Completed

Manager, Education and Engagement (due to be
completad by June 2021)

Manager, Education and Engagement

5.45 Upon completion of a given treatment or treatments, an additional assessment is
conducted to check whether or not the treatment has achieved the desired effects in
managing the risk. See Figure 10.
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Figure 10: Assessment following treatment

8. Risk treatment 9. Risk rating with 10. Monitoring and review—siatus of
Actions to be taken, by whom, by when? additional contrals [ risk treatment implementation

treatments applied

Indicate the Indicate additional risk treatments |be specific). m Indicate the status of treatment

officer Indicate whether the treatment will: ] implementation.

responsible for | # raduce the likelihood of z i

implementing, * reduce the consequence 3 E

managing any * share the risk E =

risk treatments | s retain the risk 8% - %

that are to be * gyoid the risk E E .E =

applied = = = =
1] = [ e
Ele| s
-]

Reduced the likelihood and consequence— 2 1

F

g = Zeeklegal advice about spproprizte contractual

% requirements to deliver a fixed price contract.

u-.; = Draft contract with fixed price. o

m

g . g E- =
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e \—

% -

5.46 The EMC, section and branch heads will continuously monitor risks, the effectiveness of
risk treatment plans contained within the Office’s risk registers (including the effective
operation of controls), and the risk management system more generally.
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6.1

6.2

6.3

6.4

Communication and review

The framework is available to all staff via the Assembly’s information and records
management systems (OLARIS and the intranet) as well as being provided directly to all
managers and staff by the Clerk. The Office will also provide advice and raise awareness
around risk management issues from time to time.

Risk management is a standing agenda item of the EMC, providing senior managers with
the opportunity to discuss particular risks as they emerge and for information to be
conveyed as updates to the framework or risk identification and assessment processes
are made.

The ACTIA conducts training and awareness sessions periodically on a range of risk
management issues across the ACT public sector.

The Senior Director, Office of the Clerk, is available to meet with branch managers and
section managers to work through strategies for implementing risk management
arrangements in their areas of responsibility.

Policy review

6.5

6.6

This policy will be reviewed every three years with a view to ensuring that the processes
and procedures are delivering effective outcomes and that the Office continuously
improves and refines its risk management framework.

The policy was last reviewed in December 2022.
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7.1

7.2

7.3

Insurance

Insurance cover does not take the place of risk management and does not cover all risks
of the Office.

The Office acknowledges that insurance is only one method of treating identified risks.
Nevertheless, it is an extremely important part of the risk management from a whole-of-
government perspective. Because most of the ACT Government’s high-level insurable risk
is transferred to reinsurers, there are stringent requirements for ACT Insurance Authority
(ACTIA) to meet in order for this cover to be operative.

The main requirements relate to disclosure of all relevant information to the reinsurers at
the time of renewal of the cover, and adequate and timely reporting of incidents and
claims. These are discussed further below.

Insurance premium and data requirements

7.4

7.5

7.6

Every year around mid-February, ACTIA will forward the annual insurance declaration
document to the Chief Finance Officer for completion. The document is forwarded both in
a hard copy and electronically and is required to be completed and returned by early May
the same year.

The declaration asks for information regarding the Office’s risks, activities and assets used
for determining the annual premium as well as purchasing adequate reinsurance to cover
Territory risk across the board.

Changes to the Office’s functions, activities, assets or operating environment will be
provided to the authority in a timely manner so that it can assess the risk profile of the
agency and seek additional or specific coverage from reinsurers where necessary.

Claims and incident reporting

7.7

7.8

The Office will report any claims and incidents that could give rise to a claim to the
authority as soon as possible. This enables prompt action to be taken towards settling any
claim and to avoid additional loss or damage.

The following actions will be taken by the Office in the event that there is a claim against
it or that an incident has occurred that might give rise to a claim:

ACTIA will be notified,;

Preservation of evidence;

Claim form documentation completed;

Supporting documentation and information provided to ACTIA,;
Communication concerning the matter referred to the ACTIA.
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Risk domain / Function

Risk owner

Appendix A: Overview of responsibilities

Responsible for contributing to
risk identification, assessment
and treatment

1. Health and safety risks within the

Assembly precincts / workplace

« Assembly Health and Safety
Committee

« Clerk (PCBU)

+ Members (PCBU)

» Senior members of staff of MLAs

» OLA branch and section
managers (in their respective
branches/sections)

« Workplace Health and Safety
Committee

o Clerk

o Members

» Staff

« Manager, HR and Entitlements
(maintenance of the standalone
WHS risk register)

Protective security risks

« Protective Security Committee
« Executive Manager, Business
Support

« Protective Security Committee

« Director, Information and Digital
Services (Information Security)

« Manager, Security and Building
Services (Physical security risks)

Business continuity risks associated
with particular functions

» Office’s Business Continuity and
Incident Management
Team/EMC

» Relevant branch heads
regarding functions for which
they are responsible

» Relevant section heads and staff
responsible for day-to-day
delivery of particular functions.

« Senior Director, Office of the Clerk
(coordinating business continuity
program documentation)

Building and facilities risks

« Executive Manager, Business
Support

« Manager, Security and Building
Services

Risks in relation to legislative
processing, production of procedures,
papers, effective management of
chamber proceedings

» Clerk and Deputy Clerk and
Serjeant-at-arms

« Executive / Notice Paper Officer
o Clerk Assistant
» Minutes and Legislation Officer

Risks associated with the production
of the official record of proceedings
(minutes)

« Clerk and Deputy Clerk and
Serjeant-at-arms

o Clerk Assistant
« Minutes and Legislation Officer

Risks associated with the
administration of, and advice to,
Assembly committees.

» Deputy Clerk and Serjeant-at-
Arms (currently, the Senior
Director, Committees)

« Senior Director, Committee
Support
» Committee secretaries

29| Page




Risk domain / Function

Risk owner

Responsible for contributing to
risk identification, assessment
and treatment

8. Risks associated with the production » Deputy Clerk and Serjeant-at- « Editor of Debates
of transcripts / Hansard Arms
9. Risks associated with provision of » Deputy Clerk and Serjeant-at- » Assembly Librarian
library services Arms (temporarily Senior
Director, Office of the Clerk)
10. Risks associated with: » Executive Manager, Business » Manager, HR and Entitlements
a. Human resources and working Support—enterprise
environment policy coordination
b. Workplace safety policy and
coordination
c. Members entitlements
d. Personnel security (PERSEC)
e. Payroll
11. Risks associated with: « Chief Finance Officer » Chief Finance Officer
a. Financial management
b. Internal financial controls
c. Insurance.
12. Risks associated fraud and corruption | © Senior Director, Office of the « Senior Director, Office of the Clerk
risks Clerk, and Chief Finance Officer and Chief Finance Officer
« Branch and section heads in (maintenance of the standalone
relation to the fraud and risk register)
corruption risks that arise in
relation to the performance of a
particular function/service etc
13. Risks in relation to: » Executive Manager, shared with | « Director, Information and Digital
a. ICT—policy, procurement, security DDTS (particularly in relation to Services, shared with DDTS / ICT
(INFOSEC) network and standard operating Manager
b. Development of ICT business environment)
applications/systems
c. Recording and broadcasting of
proceedings
d. Records and information
management
e. Publication of Hansard.
14. Administration of business systems « Relevant branch heads with « Section heads and staff from
(including ICT systems) associated responsibility for a given relevant areas
with the delivery of particular business system
functions
15. Risk associated with website » Under the Office’s decentralised | « Section heads and staff from
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Risk domain / Function

Risk owner

Responsible for contributing to
risk identification, assessment
and treatment

publication

content management
arrangements, each branch
head has responsibility for
managing risks associated with
the publication of content on
the Assembly website.

relevant areas

16. Risks in relation to public education
and engagement

» Senior Director, Office of the
Clerk

« Manager, Education and
Engagement
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Appendix B: Basic risk assessment / risk register template

Instructions: This basic template is for use by staff, section and branch heads where appropriate. It can be used to develop a risk assessment and treatment plans for a particular project, to capture one-off risks that become apparent in the course of day-to-day activities or as part of more general planning efforts.

Risks should be assessed with reference to the risk matrix (Attachment C) and, once completed, sent to the relevant supervisor who will verify and approve the assessments and any associated treatments that are proposed. Additional templates in an Excel format for a variety of purposes are available from ACTIA’s

intranet site.

1. The risk

2. Risk owner

3. Source / Hazard

4. Impact / Consequence

5. Risk controls which
are currently in place

6. Risk Rating

7. Risk treatment
Actions to be taken, by whom, by when?

8. Risk rating with additional
controls / treatments applied

9. Monitoring and review—
status of risk treatment
implementation

A description of the risk— Indicate the EMC How can it happen? What will be the outcome of | Indicate the measures o | Indicate additional risk treatments (be specific). Indicate the status of
what can happen? member or internal The drivers, effect if what can happen that currently exist to g % Indicate whether the treatment will: g 3 treatment implementation.
management contributors to, or does happen? reduce either the < - f o reduce the likelihood of g = ﬁ
committee that is source of the risk? likelihood or g o § o reduce the consequence g ] S
responsible for the This is assessed on the basis | consequence of the = :§° 9 o share the risk s = 2
overall management of the most likely form that risk (ensure that the ] “E o e o retain the risk g “E 2 _ E
of the risk. the risk, if realised, will take. | controls are, in fact, & S - £ | . avoid the risk 5 S 22 E
in place —i.e. not just = ] = %’ = ] ; g| ®
Q £ © 2 @ £ s £E| £
planned for or don’t @ = = = @ = s ol &
exist in practice). S = 3 S S = 32 °
e.g. Risk of budget overrun Senior Director, Office | e.g. Market volatility for e.g. Financial impact on the e.g. fixed price 3 3 Reduced the likelihood and consequence— 2 1
in project ‘x’ of the Clerk goods, services Office’s bottom line ($<$20k) | contract
time / materials contract | Need to find additional 2 * Seeklegal adwce.about appropr.late )
source of funding from g contractual requirements to deliver a fixed
Inadequate specification | another internal budget. g price contract. " -
/ statement of § g o Draft contract with fixed price. . § %
requirement Need to seek external § E [ g g.
funding through budget S 5 ] 2 °
Inadequate process. "é Manager, Education and Engagement (due to be o
arrangements / poor S completed by June 2021)
methodology for Reduction in the scope of the =
quantity survey project
Reputational damage
e.g. Staff tripping, slipping Health and Safety Use of ladders without Injury Working from Heights 2 3 Cable management for microphones in 2 3
or falling during--General Committee proper safety policy committee room 1 to reduce the likelihood ,
precautions Technical Officer, to be implemented by
Contractor protocols December 2022.
Lack of working from
heights policy (and Safety harnesses for
associated controls) on-roof works € ] £ 1] E
5 < S ud [}
5 & 5 & s
Messy work areas Annual WHS hazard § 2 § 2 £
audits and following < < S
Use of mobile devices treatments
while
ascending/descending Installation of non-slip
stairs treatment on stairs
Slippery stairs
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Appendix C: Risk matrix

Category of Risk Insignificant

Consequence

Minor Moderate

Major

> 10% of Project/ EnfityBudget or

Catastrophic

»25% of Project/ EntityBudget or
=550

Austraian Capital Territory Insurance Authority

Business Operations

Minor ermors in sysEms or

processes requinng corecive
acton and/or minor debywithout | andéor minor impact on bisiness  inconvenientbutnotcient welae | siaegies not consistent with
impact onowerall schedule andior | oulcomes and straegicobjectives |threakening andior moderae
nzignifcantimpact onbusiness | andior subsidianysenices
outomes and strategic obecives. |expenence minor dismupbons. =TraEgic object es andior 3

requirements notmet and Jor

number of object s notmet,
minor of subsidian senices

reguisied.

MNen-compliance with polces,
procedures & guideines and

stEndard operafing procedures sandard operating procedues procedures which are egulted or | compliance with reevant
which are notlegisbied or

impact on business owinomes and

: . 1% of Project/ EntityBudgetor 25% ofPrject/EnfityBudgetor  |= 5% ofProject / EnfityB udget or
s <35K <SEIK <3500K <350
Bandces (including those of One or more key socountability Significant impacton business and
prowiders) do not ihymestneeds {or strategic chjech ws andior

Gowernment’s agends andior

andior keysendce delivery
. impaired.

trends show sendoe isdegraded

Strategic business cutomes/
processes &il confrol
infastructure ik, oniticsl
business object ves notmet.

Nume pus insEnces ofnon-
compliance with work policyand  |and standard operating

which a= not egidated or l=gizbted.
egulaied.

Mon-compliance with work policy

byreguiaior due o non-

compliance with poficyand
procedures which fueaten
business defiveny

:i Service Delivery

Last Update: 30 September 2021

Mo == of an essenfizlionteal
e o2 andéor loss of, or

intermupdon to, non ci icalfnon-core | or intemupiion o, non aifcalnon  |than 4 howrs and wp 03 days,
sendces up to 3 danys.

Lo=s ofan essentializitics] sendoe Lossof one or more
for l=== than 4 howrs and/or bssof, |essentaliontical serdces or

core sendoes or 2 -5 das.
i ficalnon-core seraces for
10days.

Restrichionof business opemtions

gusdelines and / or significantnon-

(Operafions shut down byreguiior
for failing o comply with relevant
guidelines | l=gislation and Jor
signi icant non-compliance with
iniemal procedures which could
resultin Bilve o prowds business
outcomes snd senice deliveny:

Lo=s ofone or mone

more |essenialoiical serdces for more
than 3 days and up to 4 or more
andior boss of, or disrupbon o, non | weeks, andior koss of part ofan

win |essentslssrdce that is high risk

{life based) andior disnpfion to
non-criical serdces ower

Reputation & Image sEkehodes.

Description Historical Frequency Expectation

Almo st (OCCLS O MOSECOCLImencas of
Certain e iy

Epachen b0 happen his ime

Intemal . ¥ew andior minor
dizsatisia chion acmss 3 smal
number of demographicgroupsor | pewentescalaton andior

Sorutimy required byinemal
commitiess or ACT Audior
small number demog mphic groups |andior dissaf sGoton amoss.

or seweral sekeholders. demogaphic groups or mull
sakeholdes.

]
oF

moderat dissatisfacionscmes 3 |Generals Offce, oringuest e o

Lossof one or more
essenfalioitical services br more
han 4 wesks that continues fior
months andior loss ofan essental
sendoe thatis high risk (i & based)
andigr disrupfion to non-oritical
sandoes over subsegquent months.

ubseguent weeks
Local media sorutimy {1 week) hiense public, poltcal and
commitiess or intermal audit to andior scrulimyrequired byexdemal

andior Miniser / Chisf Minister

3 Bw |aoross 3 large range of
ok demographi c groups and
siakeholders.

DOCANS 6 SO0l O OLTECEs of

Like by ta acivily

Eipanachion By Cenied o el o Bl o e 00 GRS 100

WDl & i S e e el sl Wioasl o ol

Possible i acyanlly CoCLars R a5 et 5 I e

Mgl oot Bt Ll kel Wiowd o b surpd sed IF1E

Unlike by Has, Mvar D00 Lameed Fr & cccumed

Likelihood of Conseguence

Has mavaad o CuiT e Pasng, Dok ey | Rllginl ooc . Bkt ol yin e e onal o rowems Banoes
Rare et /P2 CeL P 5 OV Wi e ey S LTS ed T oonaTas

Control
E flectiveness

Controls are well designed and operating efiectivehyin r2afing fe root cause ofthe risk. Addifional

beliswes hat they are efective and relfiable atall tmes. Moting further to be done exoept rewew and
mnitor the e sting controls.

controls exist o appropria &hy manage consequence . Controls are largehy preventative and management

‘Some defcences in controls hawe been identified hows ver most confrols are designed and
implemented efectivehyin reating some rootcauses of the risk. While some prewens tive controls exst,
controls are larg ehyreactive . There are o pportuni e s © improve the designimplementstion of some
controls to improve operafional efiectivensss.

Significant control de ficiendes idenfified . Eithe r controls do not freat reot cause or they do notoperate
efiectivehy: Confrok, if they exist are just rea dive. Management has litle confidence on the efiect wness
of the controls due o poor control design andio r wery limied opera ional efiect wness.

© " Hint: To help assess the consequence and likelihood of a risk:
1. Consequence- What will be the outcoma’mpact should the risk eventuate in the most normal form® Where thera are many
consaquances, choose the one thal has the highest outcomeimpact.
2. Likehhood- Whal i the ikelihood of thal oulcomealimpact?
3. When identifying, analysing and rating risk, consideration should be given but not necessanly imited to the above calegones
Lﬁﬁﬂﬂﬂﬂuaﬂ_ﬂaﬁﬁdmmﬁsﬁﬁmmﬂmﬂs.

/

national media scruiny|{1 week)

involvement andior dissatisEcton

Adwerse finding fom Asssmbly
ingpuiny or Comimission ofi nguinyor
susEined adwerse inErmations]
med i3 and/or bss ofjpublc
coniidence in Government or
Pubdic: 5 endce breing changes o
fhe machineryofGovermment

5

Priority for Attention/Action

Priority Indicative Escalation *

Within 24 hours

Suggested timing for
treatment
Short-term - normally

within one month.

Authority for tolerance of

sk

Director-General

Within 7-14 days M

edium term — normally
within three months.

Senior Executive

Medium Within 1-3 months

MNormally
within one year.

Managers

1-3 months in course of |On
normal business

a management system.

going confrol as part of

All 5taff

* Priority for Attention / Action

Every cane should be laken 1o act a5 soon 8s possibhe to implement risk control measunes wharever possible of 10 take achon to
fix the problem. ‘Extreme’ and "High® risks especially where the risk relates fo people and personal injury require us to act

immediately to take steps fo fix the problem.

The suggested timing of reatment does nol mean thal immediate action ought not be laken or thal the timing can nol be

completed sooner than suggested,

™
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	1 Message from the Clerk
	 
	2 Internal context
	The organisation

	2.1 The Office of the Legislative Assembly (the Office) is unique among agencies in the ACT public sector. Its sole remit is to support the operations of the legislative branch of government in the Territory and, accordingly, its governance arrangemen...
	2.2 The Office has a comparatively small staff—approximately 53.2 FTE (as at 30 June 2022) and receives an annual appropriation of approximately $20.8m (as at 30 June 2022). Staff of the Office are employed under the Public Sector Management Act 1996 ...
	2.3 While this policy does not apply to MLAs or their staff, it nonetheless contains guidance that may be useful to MLAs in effectively managing risks. Similarly, there are resources available through the ACT Insurance Authority that may be useful.
	Functions of the Office

	2.4 The Office’s goals and objectives are underpinned by its statutory function which is provided for in the Legislative Assembly (Office of the Legislative Assembly) Act 2012 (the OLA Act).
	2.5 Pursuant to s 6 of the OLA Act, it is the function of the Office to provide impartial advice and support to the Legislative Assembly, its committees and members of the Assembly, including by—
	2.6 Some of the Office’s functions and services are provided exclusively to support  non-executive members and their staff (for example, payroll and HR services), while others are provided to support both executive and non-executive MLAs and their sta...
	Structure

	2.7 The Office is organised into the following three branches:
	2.8 The Office’s Executive Management Committee advises the Clerk in relation to a range of governance matters, including risk management, financial management, strategic direction, compliance, and policies and procedures. It is composed of:
	3 External context
	Territory governance

	3.1 Under the Australian Capital Territory (Self-Government) Act 1988 (Cth), the Legislative Assembly is responsible for making laws for ‘the peace, order and good government of the Territory’.
	3.2 In addition to considering and passing laws, the Legislative Assembly also performs key democratic functions in relation to representing the views and aspirations of over 425,000 ACT residents (as at 2020) and holding the ACT Executive and its pub...
	Accountabilities

	3.3 The Office is not accountable for its performance to the ACT Executive but to the Assembly as a whole through the Speaker. Through its annual report and briefings to the Speaker, the Office reports on its risk management arrangements.
	3.4 The Office recognises that the ACT Insurance Authority (ACTIA) has a particular role in understanding the risk profile of the Territory as a whole and the Office will liaise with the Authority to ensure that any risk information that might have a ...
	3.5 The Office also provides the Auditor-General with all relevant risk assessments and planning documentation on an annual basis.
	Institutional separation

	3.6 In supporting the work of the Assembly, the Office operates in a complex environment with a range of institutional features which are not present in other public sector agencies. The doctrine of the separation of powers whereby the legislative bra...
	3.7 There are a number of areas of risk which, if left unmanaged by the Office, have the potential to produce flow-on effects felt by other parts of Territory administration. There may be occasions where the risks confronting the Territory require exa...
	3.8 Set out below are a number of other areas of public administration that intersect with the Office’s functions and for which consideration needs to be given in the Office’s risk management arrangements.
	COVID-19

	3.9 Since the start of the global COVID-19 pandemic, which began to emerge in early 2020 (in the Ninth Assembly), two overarching risks have confronted the Assembly:
	3.10 From March 2020 onwards, a range of planning work was undertaken and considered by the Speaker, the Standing Committee on Administration and Procedure, the Assembly’s Health and Safety Committee (HSC), and the Office to address these risks.
	3.11 That planning proceeded on the basis1F  that all MLAs and the Clerk are ‘persons conducting a business or undertaking’ (PCBUs) under the Work Health and Safety Act 2011 (WHS Act). Each having a primary duty to ensure a safe and healthy workplace ...
	3.12 Those in the Assembly with management responsibilities (such as OLA managers/supervisors and senior staff in members’ offices) also have duties to effectively manage WHS risks. A useful summary of the relevant duties is available on the Safe Work...
	3.13 The key source of WHS risks confronting the Assembly, its members and staff is the prevailing public health environment, including, but not limited to:
	3.14 Where the drivers of WHS risks change—including those associated with COVID—PCBUs need to be ready to adjust internal controls in order to ensure the health and safety of workers. This means eliminating or minimising relevant risks.
	3.15 The Office’s branch heads and section heads also need to be alive to the particular risks that might be present in the tasks and activities performed by them and their staff, to assess them and to put in place strategies to ensure that that are m...
	4 Responsibilities and accountabilities
	4.1 The Clerk has overall responsibility for the effective management of all risks related to the performance of the Office’s statutory functions and those matters that arise under the relevant standing orders and continuing resolutions of the Assembl...
	4.2 To a greater or lesser extent, each staff member of the Office is a ‘risk manager’, responsible for identifying, assessing and treating risks that arise as part of their day-to-day work.
	4.3 General risk management responsibilities arise in relation to:
	4.4 In addition, section managers, branch managers and various internal committees of the Office have particular responsibilities and accountabilities in this area of governance. These are set out below.
	Executive Management Committee (EMC)

	4.5 The EMC’s risk management responsibilities are set out as follows.
	4.6 The Office maintains a strategic risk register containing a record of the high-level risks, internal controls and additional treatments associated with the Office’s statutory functions and obligations. The register is reviewed at least annually.
	4.7 Branch heads and section heads are responsible for working with the Senior Director, Office of the Clerk, to identify new risks, report back on implementation of treatments from the previous period, consider risk assessments and new treatments.
	4.8 The EMC formally considers the draft risk register and will examine any assumptions contained within the analysis and will review the adequacy of existing controls and proposed treatments.
	4.9 The Senior Director, Office of the Clerk, is responsible for coordinating the annual review of the strategic risk register and its consideration by EMC.
	Branch heads

	4.10 Branch heads typically ‘own’ the risks that arise in relation to the functions and services carried out by their respective branches. The Office’s branch heads are:
	4.11 Ownership of a risk in a certain domain means being accountable to the Clerk for ensuring that the risk has been appropriately identified, assessed and treated and that the internal control environment is managed in such a way that the exposure t...
	4.12 Each year, branch heads are required to provide written assurances to the Clerk that they have attended to their risk management responsibilities appropriately. Branch heads may seek their own assurances from section heads and other staff about t...
	4.13 Appendix A summarises the specific functions and services that fall within each branch  head’s area of responsibility.
	Section heads

	4.14 The Office’s section heads are:
	4.15 Under the direction of their respective branch heads, section heads are responsible for identifying, assessing, treating, and monitoring risks associated with the functions and services for which they have day-to-day carriage and for any specific...
	4.16 Typically, this will occur through the annual review of the strategic risk register but, on occasion, the development of risk assessments and treatments will be required to address specific challenges. For instance, where there are key projects, ...
	4.17 Appendix A summarises the specific functions and services that fall within each section head’s area of responsibility.
	Staff of the Office

	4.18 Under the direction of section heads, staff are responsible for understanding the basic principles of risk management and for applying these in their day-to-day work.
	4.19 Where significant risks are identified, it is important that staff discuss these with their manager and, where applicable, assist in the development and implementation of treatments to bring a risk into an acceptable level of tolerance.
	4.20 Staff will often identify risks that others may not be aware of and it is important that staff feel empowered to raise these risks with their supervisor, section head or branch head and to assist in developing treatments and monitoring controls.
	Audit and risk committee

	4.21 The Office’s audit and risk committee is responsible for providing an additional level of assurance to the Clerk that the organisation’s risk management policy and associated arrangements are operating effectively.
	4.22 The audit committee reviews the strategic risk register and this policy to ensure that they are fit-for-purpose.
	4.23 The committee considers the Office’s strategic risk register and associated treatment plans to help inform the development of its forward audit program. Where a given risk is heavily reliant on a properly functioning internal control environment ...
	Health and Safety Committee

	4.24 The Assembly’s Health and Safety Committee (HSC) consists of staff and PCBU representatives from the Office, government, opposition and crossbenches, and a union representative. It is established pursuant to Div 5.4 of the Work Health and Safety ...
	4.25 Under s 77 of the WHS Act, the functions of a health and safety committee are—
	4.26 Given the Assembly precincts are a shared workplace with a number of different PCBUs (Clerk, MLAs) and others with duties under the WHS Act, the HSC has proven to be a critical means by which WHS risks associated with the COVID pandemic have been...
	Contained with the Assembly’s Covid Safe Plan is a series of detailed risk assessments, record of internal controls and proposed treatments directed towards eliminating or minimising WHS risks. As drivers of risk (such as increased community transmiss...
	Hierarchy of controls under the WHS Act
	4.27 Under s 36 of the WHS Regulation, duty holders (including MLAs and the Clerk) must (if elimination of a WHS risk is not reasonably practicable) minimise risks by doing one or more of the following:
	4.28 If a risk then remains, the duty holder must minimise the remaining risk, so far as is reasonably practicable, by implementing administrative controls. If a risk then remains, the duty holder must minimise the remaining risk, so far as is reasona...
	4.29 These provisions are in line with the ‘hierarchy of controls’, which articulates a framework for developing and implementing measures that will most effectively reduce WHS risks encountered by workers. Elimination through isolating COVID-19 posit...
	Protective Security

	4.30 Protective security encompasses the full range of policies, procedures, internal controls, systems, human resources and physical measures that are directed towards  protecting from external or internal threats:
	4.31 Physical security includes:
	Protective Security Committee (PSC)

	4.32 The Assembly’s PSC is chaired by the Office’s Executive Manager, Business Support and includes the following members:
	4.33 In November 2022, the PSC agreed to terms of reference which included setting out the responsibilities of the committee as follows:
	4.34 The PSC develops and maintains the Office’s protective security risk register containing risk assessments and treatments in relation to the range of protective security matters concerning the Office.
	4.35 The Office’s Manager, Security, Building Services and the Director, Information and Digital Services are responsible for coordinating the maintenance of the protective security risk register (including undertaking ‘first pass’ assessments’) and a...
	Business continuity

	4.36 The Office’s EMC, sitting as the Business Continuity and Incident Management Team (BCIMT), is responsible for the development and maintenance of the Assembly’s business continuity program.
	4.37 Business continuity risks associated with the Office’s critical functions are identified, assessed and treated by section and branch heads and contemplated in the Office’s strategic risk register, standalone risk assessments for particular projec...
	4.38 Particular strategies and risk treatments for ensuring business continuity are also included in the Assembly’s Covid Safe Plan.
	4.39 The Senior Director, Office of the Clerk, is responsible for coordinating periodic reviews of the Office’s business continuity program.
	Fraud and corruption

	4.40 The Office has developed a fraud and corruption prevention framework along with a fraud and corruption risk register which outlines the Office’s approach for dealing with the prevention, detection, investigation and prosecution of fraud and corru...
	4.41 The framework takes into account the statutory requirements and responsibility arising from the Integrity Commission Act 2018.
	4.42 The Senior Director, Office of the Clerk, and the Chief Finance Officer are responsible for the maintenance of the fraud and corruption risk register and its consideration by the Office’s EMC at least once every two years.
	5 Assessing and treating risks
	The risk management cycle

	5.1 The Office has adopted a risk management cycle consistent with AS/NZS ISO 31000:2018 and the ACT Government Risk Management Policy 2019.
	Documenting risk

	5.2 As noted above, regular intervals for the risk assessment process have been established in relation to:
	5.3 However, risks may be assessed (that is, identified, analysed and evaluated) at any time.
	5.4 While risks may become apparent during the normal course of business, risk assessment is particularly important where a new process or function is established or where there is a change in the operating conditions (for example, where there is a si...
	5.5 Included at Appendix B is a template risk register (see Figure2), which can be used to document the risk assessment and treatment process. Other templates are also available from the ACTIA intranet site.
	How to identify risks

	5.6 A risk is simply a situation that, if it occurs, will impact on the objectives of the Office or the operations of the Assembly. The purpose of risk identification is to recognise and describe these situations.
	5.7 Relevant and up-to-date information is important in identifying risks. In accordance with AS/NZS ISO 31000:2018, the Office’s risk managers can use a range of techniques for identifying uncertainties that may affect one or more objectives. The fol...
	5.8 In working through these considerations, once a risk is identified it is entered in the relevant risk register under column 1 headed ‘The risk’ as shown in Figure 2.
	5.9 The ‘owner’ of the risk, usually a branch head or internal management committee of the Office (see paragraphs 4.10-4.11), is entered in column 2 as shown in Figure 2. The relevant branch head or internal management committee is responsible for val...
	How to analyse and evaluate risks

	5.10 Once a risk has been identified, it is necessary to develop a better understanding of the  nature of the risk and its characteristics by conducting a risk analysis.
	5.11 Risk analysis involves a detailed consideration of uncertainties, risk sources, consequences, likelihood, events, scenarios, controls and their effectiveness. An event can have multiple causes and consequences and can affect multiple objectives.
	5.12 Risk analysis can be undertaken with varying degrees of detail and complexity, depending on the purpose of the analysis, the availability and reliability of information, and the resources available. Analysis techniques can be qualitative, quantit...
	5.13 As part of a risk analysis, the following factors are typically considered:
	5.14 Risk analysis may be influenced by divergent opinions, biases, idiosyncratic perceptions of risk and individual judgements. Additional influences are the quality of the information used, the assumptions and exclusions that are made, and limitatio...
	5.15 In analysing the risk, consideration should be given to the various factors that drive the risk.
	5.16 That is, what are the contributors or sources of the risk? As an example, one of the sources of the risk of a budget overrun in a particular project might be the presence of a volatile market in a particular area of the economy, leading to a grea...
	5.17 Potential sources of risk are to be included by risk managers in column 3 of the relevant risk register as shown in Figure 3.
	5.18 AS/NZS ISO 31000:2018 defines consequence as simply, ‘the outcome of an event affecting objectives’. The standard also sets out that:
	5.19 The first step in analysing consequence4F  is to consider what will happen if the situation described in the risk comes to pass. As an example, in considering the risk of a budget overrun for a particular project, the consequences might include:
	5.20 As shown in Figure 4, the possible consequences or impacts of a given risk are included by the risk manager in column 4 of the risk register template.
	5.21 Once a risk manager has considered the possible consequences of a risk, they must then assess the combined effect of those impacts on the Office and/or the Assembly.  Assessing consequence is a matter of situating the impacts of the risk on a con...
	5.22 In determining the extent of the impact, it is useful to refer to the risk matrix used by the Office (see Appendix C), which sets out the following rating scale:
	5.23 The consequences of a risk may express themselves differently across different domains. The risk matrix used by the Office contemplates the following five domains upon which the impacts of a risk might be felt:
	5.24 A risk may have impacts across one or more domains. When assessing the consequence of a risk, the final rating should be determined on the basis of the totality of the impacts across all domains. In determining a consequence rating, it is often u...
	5.25 Once a consequence rating is settled upon, it is entered into column 6 of the risk register as shown at Figure 5.
	5.26 Likelihood is defined in AS/NZS ISO 31000:2018 as ‘the chance of something happening… whether defined, measured or determined objectively or subjectively, qualitatively or quantitatively, and described using general terms or mathematically (such ...
	5.27 In assessing the likelihood of individual risks, the Office has adopted the following five-point rating scale (see Appendix C):
	5.28 Risk managers use the rating scale as the basis for situating an individual risk on this continuum. In making a judgement about where an individual risk event might sit, the assessment should consider the adequacy of internal controls and any ext...
	5.29 Once a likelihood rating is settled upon, it is entered into the ‘Likelihood of consequence’ column as shown in Figure 6.
	5.30 Overall risk is a function of the particular likelihood and consequence ratings that have been ascribed to a risk during the assessment process. In accordance with the risk matrix set out at Figure 7, risks may be rated as being:
	Consequence
	5 - Catastrophic
	4 - Major
	3 - Moderate
	2 - Minor
	1 - Insignificant
	Likelihood
	Extreme
	Extreme
	High 
	High
	Medium
	5 - Almost certain
	Extreme
	High
	High
	Medium
	Medium
	4 - Likely
	Extreme
	High
	Medium
	Medium
	Low 
	3 - Possible
	High
	High
	Medium
	Medium
	Low
	2 - Unlikely
	High
	Risk domain / Function
	Risk owner
	Responsible for contributing to risk identification, assessment and treatment

	Medium
	Medium
	Low
	Low
	1 -  Rare
	5.31 As can be seen, a risk that has been rated as being highly consequential (e.g. Major) as well as being highly probable (e.g. Almost certain) will result in an overall risk that is rated as being ‘Extreme’. Conversely, a risk rated as being lower ...
	5.32 The overall risk rating of a given risk will determine how the Office sets about considering management responses, the priority for attention and additional treatments.
	5.33 Control effectiveness refers to the degree to which the existing controls are adequate to the task of bringing a given risk within a certain level of tolerance. Control effectiveness is rated as being:
	5.34 Comparing the results of the risk analysis with the Office’s appetite or tolerance for risk enables consideration as to where additional action might be required. This can lead to a decision to:
	5.35 These decisions will hinge off the Office’s appetite for risk in a given context. For example, where a critical system is being developed that affects the Office’s capacity to deliver on its statutory functions, the Office may not have much appet...
	5.36 Determining the appetite for risk in a given context is typically the responsibility of the relevant branch manager/internal committee or the EMC and these judgements are brought to bear through the review of risk assessments/risk registers.
	Risk treatment—actions to be taken

	5.37 It is not the intention of risk management to reduce all risks at any cost.
	5.38 Evaluation of potential treatments should take into consideration both the costs and the benefits of each option. Treatments should generally be proportionate, in terms of the time and the resources that are allocated, to the overall reduction in...
	5.39 Selecting the most appropriate risk treatment option involves balancing the costs and efforts of implementation against the benefits derived, with regard to legal, regulatory, and other requirements such as social responsibility and the protectio...
	5.40 Risk treatment options might include:
	5.41 Where a risk is assessed as requiring further treatment to bring it within an acceptable range of tolerance, the risk manager will include details of the particular treatments in the column 8 of the template. The date by which the treatments are ...
	Monitoring and reviewing risks

	5.42 It is important that there is accountability for the implementation of risk treatments.
	5.43 Risk managers are to document progress towards the implementation of particular treatments in the ‘Monitoring and review’ column as shown at Figure 9.
	5.44 The frequency of updating risk treatment implementation will depend on the overall level of the risk being treated. For instance, a high level risk involving people’s health and safety would be reviewed frequently (e.g. weekly or monthly) to ensu...
	5.45 Upon completion of a given treatment or treatments, an additional assessment is conducted to check whether or not the treatment has achieved the desired effects in managing the risk. See Figure 10.
	5.46 The EMC, section and branch heads will continuously monitor risks, the effectiveness of risk treatment plans contained within the Office’s risk registers (including the effective operation of controls), and the risk management system more general...
	6 Communication and review
	6.1 The framework is available to all staff via the Assembly’s information and records management systems (OLARIS and the intranet) as well as being provided directly to all managers and staff by the Clerk. The Office will also provide advice and rais...
	6.2 Risk management is a standing agenda item of the EMC, providing senior managers with the opportunity to discuss particular risks as they emerge and for information to be conveyed as updates to the framework or risk identification and assessment pr...
	6.3 The ACTIA conducts training and awareness sessions periodically on a range of risk management issues across the ACT public sector.
	6.4 The Senior Director, Office of the Clerk, is available to meet with branch managers and section managers to work through strategies for implementing risk management arrangements in their areas of responsibility.
	Policy review

	6.5 This policy will be reviewed every three years with a view to ensuring that the processes and procedures are delivering effective outcomes and that the Office continuously improves and refines its risk management framework.
	6.6 The policy was last reviewed in December 2022.
	7 Insurance
	7.1 Insurance cover does not take the place of risk management and does not cover all risks of the Office.
	7.2 The Office acknowledges that insurance is only one method of treating identified risks. Nevertheless, it is an extremely important part of the risk management from a whole-of-government perspective. Because most of the ACT Government’s high-level ...
	7.3 The main requirements relate to disclosure of all relevant information to the reinsurers at the time of renewal of the cover, and adequate and timely reporting of incidents and claims. These are discussed further below.
	Insurance premium and data requirements

	7.4 Every year around mid-February, ACTIA will forward the annual insurance declaration document to the Chief Finance Officer for completion. The document is forwarded both in a hard copy and electronically and is required to be completed and returned...
	7.5 The declaration asks for information regarding the Office’s risks, activities and assets used for determining the annual premium as well as purchasing adequate reinsurance to cover Territory risk across the board.
	7.6 Changes to the Office’s functions, activities, assets or operating environment will be provided to the authority in a timely manner so that it can assess the risk profile of the agency and seek additional or specific coverage from reinsurers where...
	Claims and incident reporting

	7.7 The Office will report any claims and incidents that could give rise to a claim to the authority as soon as possible. This enables prompt action to be taken towards settling any claim and to avoid additional loss or damage.
	7.8 The following actions will be taken by the Office in the event that there is a claim against it or that an incident has occurred that might give rise to a claim:
	Appendix A: Overview of responsibilities
	Appendix B: Basic risk assessment / risk register template
	Appendix C: Risk matrix

